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|Overview

Note: The screenshots may vary depending on the latest release.

Make sure that you have read through the "Getting Started" section before proceeding.
This section describes the recommended process of rolling out Lexmark Cloud Fleet
Management and Cloud Print Management. This knowledge helps you to start managing
your fleet and printing with the full capabilities of Lexmark Cloud Services.

» "Manage your organization" group

o Set how users authenticate with Lexmark Cloud Services and default user roles.
o For channel partners, create customer (child) organizations.
» "Add and edit your users" group

o Create user accounts and set system permissions.
 "Enroll your printers" group

o Register printers with Lexmark Cloud Services and enable remote management.
> Select the agents to use.
» "Deploy applications and configure your printers" group

- Remotely configure printers with eSF applications and device settings using Cloud
Fleet Management tools.
» "Customize your print environment" group

Note: Applicable only if Cloud Print Management is enabled for the organization.

o Set up organizational policies, including print quotas and print delegates.
o Select the print release clients to use.
 "Using notification policies" group

o Send email alerts on supplies levels, such as when the toner level is at or below a
certain value.

o Send email alerts on printer communications, such as when a data refresh has not
occurred, or a printer has not communicated for a certain interval.

| Manage your organization

Why | need to manage an organization?

There are many ways to set up an organization. The setup depends on how your company
operates and in the case of channel partners, how their customers operate their business.
Consider these factors when managing an organization:
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What printer models will be used?

o Are they all Lexmark models?
o Will third-party printers be used?
Will a firewall or proxy server be used?
What enrollment agents do you plan to use?
What functions will each user perform as an administrator and as a user?
Will identity federation be used?
What embedded applications will be used on the printers?
Will users need to authenticate at the printer? If yes, how do they plan to authenticate?
Will Cloud Print Management be used?

o What print management policies will need to be configured?
o How will the user submit print jobs?
> What submission clients will be used?

For channel partners, there are more factors to consider. If you plan to use child
organizations, then the answer to each of these questions will help determine the user
accounts required in the child organization, if any.

» Will users in the channel partner organization need access to child organizations?
» Who will perform the ongoing management of users in the child organization?
» Will Cloud Print Management be used in the child organization?

o Will the channel partner or someone from the end customer manage Cloud Print
Management for the child organization?

Understanding the Account Management dashboard

The Account Management dashboard is the landing page of the Account Management
portal. The Account Management portal lets you manage organizational settings, create
and manage users, assign user roles, and create child organizations under channel
partner organizations. What can be seen depends upon the roles of the user.

Note: A user must have either the Organization Administrator or User Administrator
role to access the Account Management portal.

The following is a sample Account Management dashboard for a user with the
Organization Administrator or User Administrator role.
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b Lexmark Account Manogement e B =

Organization = Lsprs = Groups Applications
i =
(1) (4]
" Select Orggnaeh Caret Office Supply | H
dret Office Supply
:\_\_:_.__J |:\___,-'

Organization Information

Parent organization name: Root

Organization
Users
Groups
Applications

PN

The following is a sample Account Management dashboard for a user with the
Organization Administrator or User Administrator role, and the Partner Administrator role.

b Lexmark Account Monogement

Crganization = Users = Applications

llr""\i o

= EMEA Demo g

() ()
DrgqniZGtEOH Information

Parent orgumization name:  Root o

| 5]

Child Organizations

90

Organization

Users

Groups
Applications

Child Organizations
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The Account Management dashboard provides access to the following:
1. The Organization menu, which provides links to the following:

o The Account Management dashboard

o The Organization Roles page—Lets you select a set of roles that are automatically
assigned to all users in the organization

o The Authentication Provider page—The setup for federated identity management

o Child organizations—Lets you view child organizations defined under the partner
organization.

Note: These organizations appear only to users who have the Partner
Administrator role.

o Printer Login Configuration
2. The Users card and menu:

o Shows the list of user accounts in the organization
o Lets you create new user roles and modify existing ones
3. The Groups card and tab:

o Shows the list of user groups in the organization

Note: Groups provide a quick way to assign the same set of roles to several users.

4. The Applications tab:
o Shows the list of installed applications that provide authentication credentials for
devices without user credentials, such as Fleet Management Printer Agent and Cloud
Print Management
5. The Child organizations card:

> Shows the list of child organizations under an organization.

Note: This card appears only to users who have the Partner Administrator role.

Organization settings

Organization settings

The Organization menu provides quick access to various organizational settings and
information.
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» Lexmark Account Management

Organization ~

Organization Information
Organization Roles
Authentication Provider
Child Organizations

Printer Login Configuration

!

The Organization menu contains the following:

¢ Organization Information—A link to the Account Management dashboard, which provides
links to the user and group management pages

Note: For channel partners, there is also a link to the child organizations
management page.

» Organization Roles—Lets you select a set of roles that are automatically assigned to all
users in the organization

< Authentication Provider—The setup for federated identity management

» Child Organizations—Lets you view child organizations defined under the partner
organization

Note: This menu item appears only to channel partners.
¢ Printer Login Configuration—Defines the user authentication modes allowed at printers

For more information, see "Managing printer logins" group in Lexmark Cloud Services
Administrator's Guide.

Configuring user login at the printer

You must configure the authentication process for users who log in at the printer. If the
user is accessing Lexmark’s cloud-based functionality, such as Cloud Fleet Management
or Cloud Print Management, then logging in to the printer is required.
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1. From the Account Management web portal, click Organization > Printer Login
Configuration.

Organization -

Organization Information
Organization Roles
Child Organizations

Printer Login Configuration

The Organization Printer Login Configuration page allows you to select Single (Standard)
and two-factor (Badge + PIN) authentication methods for user authentication.

2. You can either use Single (Standard) or two-factor (Badge + PIN) authentication methods for
user authentication. Do either of the following:

10
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b Lexmeark  Account Manoagement

Organizotion = Users - Groups

Sl & OOt Lot Ofe Supply Printer Login Configueation

Organization Printer Login Configuration

Printer Login Configuration

© Srondard outhentication
Select ot leost one of the options below
Boadge
PN
Secure Logen

Badge + PIN a5 second factor

PIN Details
Required enly if a PIN based outhenticatic
Pl :|_-r|1__|‘.|'|

L +

O Never axpires
Expires after

Discard Changes

Standard authentication
One or more of the standard authentication methods can be enabled at the same time.

- Badge—Uses contactless card reader and user ID badges. Badges must be
registered before they can be used. For more information, see "Managing badges"
topic in Lexmark Cloud Services Administrator's Guide.

o PIN—Uses a 4-digit to 12-digit PIN. PINs can be set by the user, the administrator, or
Lexmark Cloud Services. PINs can be set to never expire or to expire after 1 hour up
to 180 days. For more information, see "Managing PINs" topic in Lexmark Cloud
Services Administrator's Guide.

Note: If an authentication provider has been configured, the PIN Generation
option must be set to Administrator manually set and to Never expire.

o Secure login—Users must obtain a one-time PIN each time they authenticate at the
printer. For more information, see "Configuring printer login" topic in Lexmark Cloud
Services Administrator's Guide.

11
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* The one-time PIN can be obtained from either of the following:

= The My Account page, in the Printer Login section
= The Lexmark Print application, by clicking the cloud icon.

b LEKm Elrlc My Account

My Account
= Personal Edit = Assigned Groups
Information
Display Nams:  Jim Coret
E-mailz cafeyimiouthook oo
First Marma: Jien
Lozt Namae: Caret
Deportmant: @ Printer Login
| Cost Center:
Last Leginc Febrsary 5, 2022 551 FM
Lagin Methaa: PIN or Badges
Badges:
Lawst Used Febsuary 10, 2022 1157 AM
@ Assigned Roles Last Registered: September 25, 2020 $:55 AM
Badges
Régistered
User Roles: Tempsgrary
Creup Roles: Permanent
Srgapiioves PIn;
Roles:

Note: If secure login is enabled for an organization, then the Secure

Login icon appears on the printer control panel.

Badge + PIN as second factor

In this method users must use their badge and enter their PIN to authenticate. The badge
and PIN stipulations as stated in the Standard Authentication section also apply.

o The Cloud Authentication eSF application polls the cloud for changes to the Printer
Login Configuration settings every 15 minutes.

o The settings on the Printer Login Configuration page overwrite settings that are
configured with the Cloud Authentication application installed in the printer.

o These settings are applied to all printers in the organization.

12
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Understanding identity federation

Federation is the process of creating a trust relationship between a customer’s identity
provider (IDP) and an external service, such as Lexmark Cloud Services. The identity
provider can be Microsoft Azure Active Directory (Azure AD), Google Identity, or any other
Security Assertion Markup Language (SAML) 2.0-compliant identity management system.
After this trust relationship is built, users can access Lexmark Cloud Services using the
same credentials that they use for their other internal sites and services. The customer’s
identity provider manages all aspects of credential management, including password
validation, complexity of requirements, expiration, and potential use of multifactor
authentication. Additionally, the identity provider can support Single Sign-On (SSO), which
reduces the number of times users are required to authenticate as they switch between
services.

Notes
» Federation is supported by identity management services that use the SAML 2.0
standard.

» An organization can only be configured to federate with a single identity
management provider.

To enable federation or to change the current federation configuration, do the following:

1. From the Account Management web portal, click Organization > Authentication Provider.

s Lexmark Account Management

Organization ~

Organization Information
Organization Roles

Authentication Provider

Child Organizations

Printer Login Configuration

2. If federation is not enabled, then click Configure an Authentication Provider.

13
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Authentication Provider

There are currently no authentication
provider.

Configure SAML 550 Authentication for this organization.

Configure an Authentication Provider

3. Enter the details in the Authentication Provider form.

Authentication Provider

Damains

Type
SANL

Single Sign-Cn Settings

Service provider entaty 1D (Required)

| hitpsffidpiss lewmork com

The URL of she idermity pegvicher

550 target URL (Regquired)

[

The A05 UBL whed 1o log In to the 50 prondder

550 Logout URL (Requened)

550 nome identifier formot (Requered)

E-mioil ocldress

Certificate (Required)

14
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Creating a child organization

Child organizations provide a means of grouping printers based on business needs. This
grouping could be for customers of a channel partner or business units of an enterprise.

Note: You must have the Partner Administrator role to create and manage child
organizations. For more information, see "Partner administrator" group Lexmark
Cloud Services Administrator's Guide.

Do | need to create a child organization?

There are two ways of organizing your customers’ printers: a hierarchical structure or a flat
structure. The structure you choose determines whether child organizations are needed.

Note: We recommend using the hierarchical structure for organizing your
customers’ printers.

¢ Hierarchical structure—Uses a child organization for each of your customers. The printers
of each customer are grouped in that customer’s organization, separating printer information
between customers. Also, a hierarchical structure lets you grant access to future Lexmark
Cloud Services capabilities on a customer-by-customer basis.

My
Company
Customer A Customer B Customer C
[ [ -‘-rl"- . .
. G | == | . | . | - | .|
Printer 1 Printer n Printer 1 Printer 1 Printer n

Flat structure—A flat structure places all printers from all customers in a single structure.
Any future Lexmark Cloud Services capabilities added to one customer are available to all.

15
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My
Company

.

Cugtomer A Cugomer A

Printer 1

Purpose

Identifying a customer’s
printers

Finding a specific printer

Print activity reporting

Future Lexmark Cloud
Services functionality

Account management by
customers

Creating a child organization

Inl_
\

Printer n

i
\

Iul_
\

Inl_
\

L O
Customer B Cusomer C Customer C
Printer 1 Printer 1 Printer n
Hierarchical Flat

Printers for each customer
are separated into different
child organizations.

The customer must be
known, or each child
organization must be
individually searched for the
specific printer.

A customer’s printer activity
can be easily determined by
reporting on the print
activity of the entire child
organization.

Future Lexmark Cloud
Services functionality can
be selectively granted to
individual customers.

A customer administrator
can be added where
needed in individual
customer organizations
without sharing access to
information of other
customers.

Printers must be tagged
with an identifier to
determine which customer
iS using it.

All printers are in one list.

A customer’s printer activity
must be determined by
filtering printers by
customer-identifiable
means. For example, you
can filter printers by tags.

Future Lexmark Cloud
Services functionality made
available to one customer is
available to all. Some
enhanced functionality may
not be supported in a flat
structure.

A customer administrator
who is added can see all
printer information for all
customers.

1. In the Account Management web portal, click Organization > Child Organizations.

16
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» Lexmark Account Management

Organization -

Organization Information
Organization Roles
Authentication Provider
Child Organizations

Printer Login Configuration

2. Click Create.

Note: If there are no existing child organization, then click Create Child
Organization.

E}‘ Lexmﬂrk Account Management a= Partner Admin -

Organization - Users Groups Applications

» CFM_Partner * Child Organizaticns

Child Organizations

+ Cregte

1 total srganizotion
Organization name Users Croups

CEM Customer 0 4

1 total erganization 1]

17
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3. In the Organization name field, type a unique name and then click Create Child
Organization.

| Create Child Organization X

Organization name
Child Organization Nemé ]

Create Child Organization

| Add and edit your users

Why do | need to manage users?

For users to use Lexmark Cloud Services, administrators must first create accounts for
them based on their roles and responsibilities. It is common for a user’s roles to change
over time. You can easily make changes to those roles after the initial setup is complete.
When creating Lexmark Cloud Services accounts for users, consider the following:

* What do users need to have access to the cloud?
« What functions will each user need to perform?

For channel partners, also consider the following if child organizations are created:

« Will users in your organization need access to child organizations?
« What users do you need to create in the child organization, and what functions will they need
to perform?

Adding users

To give a user access to Lexmark Cloud Services, administrators must first create
accounts for them in an organization in Lexmark Cloud Services. You can create user
accounts in one of the following ways.

* Using the Add User form in the Account Management portal
» Importing users using a file in the Account Management portal
¢ Using federated identity management

Creating users manually by using the Add User form

You can create an account for a user manually in Lexmark Cloud Services by typing the
user’s information in the Add User form. Only one account can be created at a time. Use
this method if you are adding only a few users.

18
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1. From the Account Management web portal, click Users.
2. Click Create User or Create.

b Lexmark Account Manogement @ B

Orgonization = Lisors = Groups Applicalions

Salect Oganizal Users

C':“‘E't Dﬁll:{ Manage Bodge/PiN

Organization Information

Parent orgamzoton name.  Root

b Lexmark

Organization - Applications

There are currently no assigned users.

Maonage users and group roles assignment.

3. Type the following details:

o E-mail—Must be your Lexmark Cloud Services account name.

o First Name

o Last Name

- Display Name—The name that you want to appear in the Lexmark Cloud Services
portal when you log in.

o Department

o Cost Center

o Set Password—This is required only when for Lexmark Customer ldentity
Management Services are used. The administrator can either manually set the user’s
password or email a link to the user. Users can use that link to create their own
password.

19
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Lexmark Account Management

Organization - Users - Groups Applications
Select Organizati... > Caret Office Sup.. Users * Create User
Users
E-mail

E-mail must be unigue

First Mame

Lost Name

Display Name

Department

Cost Center

@Email will be sent to user to finish setting up their account password

20
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b Lexmark  Account Manogemant ® B &

Organization = Users = Geoups Applications

Farst Maimae

Last Nome

Display Nome

DhE Ot ireat

Cost Center

Set Possword

O E-mail a link ta change the postword
So1 password manudalhy

Parsswind st d

¥ A NS

cooe v

4. Click Create User.

Importing users from a CSV file

You can create multiple user accounts simultaneously by importing them from a file. The
Import feature lets you create, update, and delete multiple users in an organization using a
CSV or TXT file. You can also create user groups, assign a user to those user groups, and
set user PINs. For more information, see "Managing users" topic in Lexmark Cloud
Services Administrator's Guide. Use this method if you are adding a large number of users.

21
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Notes

» The CREATE command is used to create a new user account.

» The headers of the import file are case-sensitive.

» Count the commas. All columns must be accounted for on each line of the CSV file.
* The size of the CSV file must not exceed 1MB.

Creating users when using federated identity management

When federated identity management is used, you do not need to create or import users
manually to create their accounts. A user account in a federated organization is
automatically created when the user logs in to the following for the first time:

Lexmark Cloud Services portal
A Lexmark Cloud submission client
The Lexmark Print application

Creating a user account in a federated organization is useful in the following ways:

If your organization already uses an identity management system, then federating allows
Lexmark Cloud Services to authenticate users with your identity management system. User
accounts do not have to be manually created or imported into the Account Management
portal. User credentials are not stored in Lexmark Cloud Services.

If user badges are not maintained in your authentication provider, then they can be manually
added for each user. Or a list can be imported using the CSV file import function. This action
pre-registers user badges.

Note: If your authentication provider maintains the users’ badges, then they can be
obtained directly through a claim from your authentication provider. This also allows
badges to be used without having to register them.

If the department or cost center definitions used in Lexmark Cloud Services do not
correspond to definitions in your authentication provider, then you can resolve the mismatch.
You can manually add missing definitions for each user, or you can import a list using the
CSV file import function.

Note: If configured in the authentication provider setup, then user badges and
department or cost center definitions can be obtained directly through claims from
your authentication provider.

22
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Assigning roles

User roles

Roles are used to manage access to specific features within Lexmark Cloud Services. A
user can be assigned roles using any of the following methods:

» Assigning roles individually—Requires assigning roles manually to each user.

» Assigning roles through groups—Allows a set of roles to be given to users by making
them a member of a group. Users can be members of more than one group.

* Inheritance through organization roles—Automatically assigns the organization roles to
all users in the organization.

Note: For more information on user roles, see "Understanding roles" topic in
Lexmark Cloud Services Administrator's Guide.

Determining what roles are needed

Before assigning roles, you must determine the features of Lexmark Cloud Services that
your organization plans to use, and which individual users plan to use them.

Administrative roles for account management

There are two administrative roles for account management: the Organization
Administrator and the User Administrator.

Organization Administrator

* Role with the most privileges
« Can manage organizational settings for your organization
« Can manage user accounts for your organization

o Can add and delete user accounts
- Can add and remove roles assigned to user accounts
o Can add and remove user accounts from groups

User Administrator
« Can manage user accounts for your organization
o Can add and delete user accounts
o Can add and remove roles assigned to user accounts

o Can add and remove user accounts from groups

For channel partners, users who manage the configuration, user accounts, or printers in a
customer organization must be added to a Child Organization Access Group. For more
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information, see "Managing the Child Organization Access Group" topic in Lexmark Cloud
Services Administrator's Guide.

The following table lists the roles required for actions to be performed in a customer (child)
organization:

Action Roles to assign to a child organization
access group

Managing organizational settings Organization Administrator

Managing user accounts Organization Administrator or User

Administrator
Managing printers Fleet Management Administrator

Managing Cloud Print Management Print Release Management Administrator

Roles for Cloud Fleet Management

» Users enrolling printers in Cloud Fleet Management must have the Fleet Management
Administrator and the File Service Administrator roles.

» Users accessing Fleet Management reports but not enrolling printers in their organization
must have the Fleet Management Reporting Analyst role.

» Users enrolling a customer’s printers in Cloud Fleet Management must be added as
members of a Child Organization Access Group. They must also be assigned the Partner
Administrator, Fleet Management Administrator, and File Service Administrator roles.

» Users accessing Fleet Management reports for printers in customer organizations but not
enrolling printers must be added as members of a Child Organization Access Group. They
must also be assigned the Partner Administrator, Fleet Management Reporting Analyst
roles.

Roles for Cloud Print Management

The roles support two methods of print job submission and release: Cloud Print
Management and Hybrid Print Management.

Submitted print jobs are stored in the Lexmark Cloud Service until the user releases it at a
Cloud Print Management—enabled printer.

¢ Users submitting and releasing print jobs using Cloud Print Management must have the
Print Release Management User role.

» Users managing Print Management for their organization must have the Print Release
Management Administrator role.

» Users generating organizational Cloud Print Management reports but not submitting and
releasing jobs must have the Print Release Management Reporting Analyst role.
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Roles for Hybrid Print Management

Submitted print jobs are held on the user’s workstation until the user releases it at a Cloud
Print Management—enabled printer that uses Hybrid Print Management.

¢ Users using Hybrid Print Management must have the Hybrid Print Management User role.

» Users managing Print Management for their organization must have the Hybrid Print
Management Administrator role.

¢ Users generating organizational Print Management reports but not using Hybrid Print
Management must have the Print Release Management Reporting Analyst role.

Assigning roles to an individual

1. From the Account Management web portal, click Users > Users.
2. On the Users page, click the E-mail of the user.

b Lexmark Account Management

Organization ~

Select Organization > Caret Office Supply > Users

Users

+ Create =] Import

1 total user

E-mail First Name Last Name

caretjim@outlook.com Jim Caret

1 total user

3. In the Assigned Roles section, click Edit.
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o To remove a role, select the role, and then click Remove > Remove Role.
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B Lexmark Account Man agement

Orgamization -

Select Organization * Caret Office Supply > Users > caretfim@outlook.com * Assigned Roles

Assigned Roles

@ User Roles Group Roles € Orgonization Roles

+ Assign

4 total roles

Role Name Dezcription
Access the file maoncgement system when poired with the Fleet Management Administrator role
Discover, enroll manage, and deploy csr-.‘:guﬂ'.::-*s 09 printers.

Manoge users, permissions, ond organizational settings of Hybod Print Manogement

Manage the ergonizaten and its us

Manoge ysers, permissions, and crganizational settings of Cloud Print Management

8 User View and manage your Swn odcount infarmation. This is the default role

& 1ol reles

Assigning roles through groups

Assigning roles through groups allows a set of roles to be given to users by making them a
member of a group. This method makes it easy to assign the same roles to multiple users.

Note: Users can be members of more than one group.

1. From the Account Management web portal, click Groups tab.
2. Do any of the following:

o To create a new group, click Create.
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b Lexmark Account Management

Organization - Users - Groups

select Organization > Coret Office Supply > Groups

Lrouns Created Wil pRovige 1T Memaers OO0ess [0 ne Currend OrgoriZonon 05ed an rodes assigned [ e

+ Create

4 ool groups
Creup Name Members
Admin

Fleet Maonaogement

Help Desk

o O o O

Reporting

4 rotal groups

1. In the Group name field, type the name of the group.
2. Click Create Group.

> To edit an existing group, click the group under the Group Name column.
3. On the Edit group page, do the following:

o From the Members tab, add or remove members.

28



Rollout Guide

I Lexmark Account Management

Organization - Users - Applications

Select Orgonization * Coret Office Supply * Groups * Admin

Admin

Edit group

Members B- Croup Rales

There are currently no assigned members.

Manage users and group roles assignment.
Add Members

o From the Group Roles tab, you can either assign or remove roles.

Teiect Craanioat

Assign Roles

System Roles

Balw Mome Dezcription

e Dt Vi rptd, Bt ronet oppieaniont, iy ond seganinatens infarmat

QNN Adkmargtnonc BPOCE i QT ot s o i
0 N DA R o Tl oh e derbonds sl

Mosans Lo 1 The Sepaainatss

¥ od & ks Lekerhed (1]

Custom Roles
& off 1§ roded vl hed
Bolw Mame Bewacripaion
B Fie ferenie homwmgrimanes Beltnh R U RSl e B e A TR Pt blascaes pet Becdtanss rale
Fiodt Momogement Admerritnots Beoond, pargll, moncos. ond dipioy confguroticn o prnber.

B oy Proa Maegmpeesges Lde ey WA eItol s, (el PRl el et e sEara] 1Y 4 w P Moo
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Assigning roles by membership in a child organization access group

Notes

 Child organization access groups are available only to channel partners.
» Roles assigned through membership in a child organization access group apply
across all customer organizations.

For channel partners, the Groups tab shows two tabs: Organization Access and Child
Organization Access. Organization access groups apply only to the channel partner’s
organization. Child organization access groups apply to the customer organization. The
process for managing membership and roles for organization access and child
organization access groups is the same.

b Lexmark Account Management

Organization ~ Users ~
Select Organization EMEA Demo » Groups -
1 1 ||
O
Groups l JESS
€) Organization Access @ Child Organization Access
ups e 5 QCCes C 3 C
+ Create
2 total groups
Group Name Members
Fleet Administrators for Customers 0
Partner Admimstrators Inheritance Group 2
2 total groups (1]

The difference between organization access groups and child organization access groups
is that child organization access groups are created with a default role, Partner
Administrator. You cannot delete the Partner Administrator role from a child organization
access group. You can add or remove additional roles as needed.
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The Partner Administrator role is required for users to have access to customer (child)
organizations. For example, a user who will be managing printers in a child organization
using Fleet Management must be a member of a child organization access group.
Moreover, that child organization access group has the Fleet Management Administrator
role added along with the default Partner Administrator role.

F Lexmark Account Monogement

Ovganizoteon - Usors =

Select Crgonication * EMEA Demo + Groups * Fleet Admenictrotors for

Fleet Administrators for Customers

Assigning organization roles

Roles can be assigned at the organization level. Organization roles are automatically
inherited by all users in the organization. For example, if all users can access Cloud Print
Management, then they are all assigned the Print Release Management User or Hybrid
Print Management User role. The roles can be automatically assigned to all users via the
organization roles.

1. From the Account Management web portal, click Organization > Organization Roles.
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Lexmark Account Management

Organization ~

Organization Information

Organization Roles

Authentication Provider

Printer Login Configuration

[ LL'-:)(r'I'IC]l‘k Account Management

Organizotion = Users = Groups

Select Orgonization *  Coret Office Supply *  Orgonizoton Roles

Organization Roles

There are currently no assigned
organization roles.

Roles assigned to the orgamzation are inhented by all users
in this Dlgﬂl‘llzlﬂtlﬂl‘l.

2. Click Assign or Assign Roles.

b Lexmark  Account Monogoment

CRgampaton -
Selet Orgonizotion * Coset QMo Supply ¥ Cepanination Bobrs

Organization Roles

+ Assign

1 iodcd rode

Bole Homa Capgriprian

3. From the Assign Roles page, add or remove roles.

32



Rollout Guide

b Lexma rk  Account Management

Organization ~ Users - Applications

Sefect Orgonizatio Caret Office Supply Organization Eoles Fssign Roles

Assign Roles
of 11 roles selacted

Role Name Description

it AdmenrinoTds AcceLs the Rl mansgement Jyatem when poeed wath the Fleet Manag

eit Manogement Administrator  Discover. ensoll, manoge, and deploy configurations 1o printers

o PR oy
L. ] -."'.:"“:--::-L-' Ol P ST JGTa

1 of 11 roles selected
Assign Roles Caoncel

4. Click Assign Roles.

Managing user badges

If users are authenticating at the printer, then set up a badge or PIN for each user. For
more information on badge configuration, see "Managing printer logins" group.
Assigning badges

If identity federation is used and badge IDs can be retrieved using claims from your identity
management service, you can automatically populate badge IDs from the service.

Note: A user must log in to the Lexmark Cloud Services portal once before their
badge ID is retrieved so that it can be used to authenticate at a printer.

If identity federation is not used or badge IDs are not available from your identity
management service, then you can assign badge IDs in two ways. The method to use
depends on how much of the process you want your users to participate in.

« Assigned by an Organization Administrator or User Administrator in the Account
Management portal—Can be done manually, one user badge at a time, or by importing
from a CSV file, for multiple user badges

« Assigned by the user—Can be done manually from the user’'s My Accounts page, which
requires users to provide their badge ID, or manually at the printer

Badges registered manually by an Organization Administrator or a User
Administrator in the Account Management portal
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1. From the Account Management portal, use any one of the following methods to access the
Registered Badges page:

Note: If you are a channel partner with child organizations, then you must select the
organization.

Using the Users card in the Account Management portal

a. Click the Users card.

b Lexmark Account Mano gement

Organization - Users = Groups Applications

Select Organization > Caoret Office Supply

Caret Office Supply

Organization Information

Parent organization nome: Root

Groups

4 4

b. Click the email address of the user.
c. In the Printer Login section, for the Badges login, click Edit.
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caretsally@outlook.com

& Personal Information Edit & Assigned Groups Edit

Dizplay Name: Sally Caret
i S ’ Ne group ossigned
E-mail: careisally@outiook.com
First Name:
Last Mame:

Dreportment: i )
Cost Center: ﬂ Printer L{ngl‘l

Last Login: March 3, 2022 12.04 PM

= : Login Method: PIN, Bodges or Maonual
Reset Possword

Manual; Enobled
it Bodges: Edit
® Assigned Roles Edit
No badge registerad
User Roles: 1 PIN: Set PIN

Group Roles: 4]

Organization 1
Roles:

d. Click Register or Register Badge.

Select Orgonization *  Coret Office Supply * Users * corgtsally@outicoi.com » Registered Bodges

Registered Badges

+ Register

1wt bodge

Begistered Dwzeription Lozt Legged In Bodge Expires in
Mareh 7 2022 824 AM Cyading for 164 > o P T ]
1 total bodge
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Select Orgonization » Caret Office Supply » Users > coretsolly@outiook com Registered Badges

Registered Badges

There are currently no assigned badges.

Register Badge

e. In the Register Badge window, enter the badge information.
Using the Users menu

a. From the Users menu, click Manage Badge/PIN.
b. Click Register or Register Badge.

b Lexmark Account Monagement

Organization - Users = Groups Applications

Caret Office Supply Manage Bodge/PiN

Manage Badge/PIN el panter logins | EEA

Login Method: Bodge or PIN

Badges Flns
+ Register =] Import
1total badge
E-mail Registersd Description Last Logged In Badge Expires in
coretpmiPoutiookcom | Febroary 19, 2022 8:32 March 1, 2022 8:20 AM <permanent>
1 total bodge [ 1]

c. In the Register Badge window, enter the user’s email address and the badge
information.

Note: The user's email address must already exist in the organization.

2. Click Register Badge.

Badges imported by an Organization Administrator or a User Administrator in the
Account Management portal

1. From the Account Management portal, use one of the following methods to access the
Registered Badges page:
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Note: If you are a channel partner with child organizations, then you must select the
organization.

2. From the Users menu, click Manage Badge/PIN.
3. Click Import Badges.

Manage Badge/PIN

Legin Method: Bodge

There are currently no assigned badges.

4. In the Import Badges window, browse to the CSV or TXT file that contains the list of badges.

Note: For more information, see "Managing users" topic in Lexmark Cloud Services
Administrator's Guide.

Import Badges X

Upload a CSV/TXT file that does not exceed TMB.

Choose File X ‘

Import Badges

5. Click Import Badges.
Badge registered by users through their My Account page
This action can only be performed by users for their own badge.

1. From the Lexmark Cloud Services portal, in the username menu, click My Account.
2. On the My Account page, in the Printer Login section, for the Badges login, click Edit.
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=3 LE'KITII;]I'FG; My Account

My Account

& Personal Information = Assigned Groups

Dizplay Mome:  Scily Coret

E-rmiail: catersally@outiook com
First Mame:
Last Name:
Dapariment: ; :
G it @ Printer Login
Lot Legin: Moamch 7 2022 4:24 M
Login Methed: FIN, Bodges or Manyal
Manval: Enobied
€ Assigned Roles View
Badges: Edit
Lost Used L
Uset Reles: 1 Last Registered: March 8, 2022 1.47 PM
Creup Reles: O Badges 1
Organizatien 1 Registened
Reles: Temperary a
Permanent
PIN: Set PN

3. Click Register or Register Badge.

Select Orgonization * Coret Office Supply * Users * conetsally@outiook.com » Registered Bodges

Registered Badges

+ Register
1 tonal bodge
Reglmered Dezeriprion Lozt Legged In Bodge Explre: in
Maich 7 2022 B:24 AM vadnang for 104G wo o P e ]
1 totol bodge [ 1]

4. In the Register Badge window, enter the badge information.
5. Click Register Badge.

38



Rollout Guide

Reqister Badge 4

Badge ID
Badge description

Show badge ID

Temporary Badge

———

Badge registered by a user at the printer control panel

This action can only be performed by users for their own badge. Badges can be registered
by users at the printer control panel using one of the following methods:

« Manual badge registration using your email address and password

1. Tap your badge on a card reader that is attached to a printer.
2. From the control panel, touch Manual Registration.

Badge Registration

The badge is not registered yet. To start, register via:

=

E-mail Registration Manual Registration

3. In the Enter your existing account credentials field, type your email address and
password.
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Manual Registration

Enter your existing account credentials:

4. Touch Register.
» Email badge registration request sent from the printer

1. Tap your badge on a card reader that is attached to a printer.
2. On the control panel, touch E-mail Registration.

Badge Registration

The badge is not registered yet. To start, register via:

> EE

E-mail Registration Manual Registration

3. In the Send the registration link to field, type your email address.
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Badge Registration

Send the registration link to:

4. Touch Send > OK.

Send the registration link to
caretsally@outlook.com?

Cancel Send

5. Open your email account, and then click the badge registration link.

"3 Lexmark

Lexmark Cloud Badge Registration

Hello careisaily@outlook com,

Wekome lo Lexmark's Eadge reqgistration Please click on the link below to

compiele (he registration process

Badge Reqisirgtion Lnk
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Note: The following screen appears for 5 seconds before logging you into the My
Account page of Lexmark Cloud Services portal .

Badge Registration Confirmation

v

Badge Registration Completed Successfully.

Managing user PINs

If users are authenticating at the printer, then set up a badge or PIN for each user. For
more information on PIN configuration, see "Managing printer logins" group in Lexmark
Cloud Services Administrator's Guide.

Assigning PINs

If identity federation is used and PINs can be retrieved using claims from your identity
management service, you can automatically populate PINs from the service.

Notes

» Auser must log in to the Lexmark Cloud Services portal once before their PIN is
retrieved, and it can be used to authenticate at a printer.

« If PINs are retrieved from your identity management system, then you must set the
PIN Generation menu to Administrator manually set and to Never expire.

* Any PIN changes made in Lexmark Cloud Services is temporary. These temporary
PINs are overwritten from your identity management system when the user logs in
the next time.

If identity federation is not used or PINs are not available from your identity management
service, then you can assign user PINs in two ways. The method to use depends on how
much of the process you want your users to participate in.

» Assigned by an Organization Administrator or User Administrator in the Account
Management portal—Can be done manually, one user badge at a time, or by importing
from a CSV file, for multiple user badges
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« Assigned by the user—Can be done manually from the user’'s My Accounts page, which
requires users to provide their PIN

PIN generation options Administrator User
Automatically generate and Can request Lexmark Cloud Can request Lexmark Cloud
email Services to generate a new Services to generate a new

2

PIN for users PIN for themselves?

Administrator manually sets Can set or reset user PINs Must request a new PIN
from an administrator!

User sets Cannot set or reset user Can set or reset their own
PINs PIN

L Administrator applies to Organization Administrators and User Administrators.

2 PINs are sent to the user through email from Lexmark Cloud Services.

PINs assignhed by an Organization Administrator or a User
Administrator

An Organization Administrator or a User Administrator can set PINs for users one at a time
or for multiple users at once by importing a file. New or reset pins are emailed to the user.

Note: Make sure that PIN Generating Options is set to either Automatically
generate and email or Administrator manually sets.

Setting the PIN for a single user

The Organization Administrator or User Administrator can use one of the following
methods to set or reset a PIN for a user:

* Using the users list

1. From the Account Management portal, select the Users card, or click Users > Users.
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b Lexmark Account Management
- g

Organization - Users = Groups Applications

Select Orgonization » Caret Office Supply

Caret Office Supply

Organization Information

Parent organization nome:  Root

Groups

4 4

2. In the E-mail column, click the user email.
3. In the Printer Login section, for the PIN login, click either Set PIN or Reset PIN.

caretsally@outlook.com

= Personal Information  &dit &: Assigned Groups Edit

Display Name: Sally Caret

Mo group assigned

E-mail: caretsally@outiook com

First Name:

Lazt Namae:
Department: . .
Cost Center: E Printer Lﬂgln
Last Login: March 3, 2022 12.04 PM
Login Method: PIN, Badges or Manual
Manual: Enabled
. Badges: Edit
@ Assigned Roles Edit
Na bodge registered
User Roles: 1 PIN: Set PIN

Crovp Roles: 0

Organization 1
Roles:
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caretsally@outlook.com

& Personal Information  Edn & Assigned Groups Edit

Display Name: Gy Caret

E-rmail: caretsally@outleok com
First Mome:
Lazt Mame:
Department:
Cost Center: & Printer Lﬂg!l"l
Last Login: March 3, 2022 12:04 PM
Login Methad: PIN, BEaodges or Monual
Reset Password
Manual: Enabled
. Badges:
2 Assigned Roles Edit
User Roles: PlIN: Basar PIN

1
Croup Roles: 0
1

Organization
Roles:

4. Based on the option chosen in the PIN Generation Option for the Organization Printer
Login Configuration, do any of the following:

Note: The result of clicking Set PIN or Reset PIN depends upon the PIN
Generation Option chosen for the Organization Printer Login Configuration

page.

= If Automatically generate and email is selected in the PIN Generation menu,
then an email with the new PIN is sent as soon as you click Set PIN or Reset
PIN.

« If Administrator manually set is selected in the PIN Generation menu, then a
user must submit a request outside of Lexmark Cloud Services to an
Organization Administrator or a User Administrator to set or reset their PIN.

= If User set is selected in the PIN Generation menu, then you can click Set PIN
or Reset PIN, and then enter the new PIN, and then click Generate PIN.
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Generate PIN *

PIN code

FIN muwst e of 4 chardcters iong mumeanic

Show PIN code

An example of PIN received by the user.

M Lexmark

Lexmark Cloud Generated PIN

Helld carelsaliydBoutiook com,

0774

¢ Using Manage Badge/PIN

1. From the Account Management portal, click Users > Manage Badge/PIN.
2. Click the PINs tab.
3. Click Generate.
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b Lexmark

Organization = £ Groups Applications

Caret Office Supply > Maonoge Bodge/PIN

Mﬂnﬂge BﬂdgethN arch printer loqmns | Q

Login Method: Badge or PIN

Badges PiNs

There are currently no assigned PINs.

b Lexmark Account Management

Organization = Users = Groups Applications

Coret Office Supply * Maonoge Bodge/PIN

Manage Badge/PIN [seora

Login Method: Badge or PIM

Badges PINs

+ Generate =] Import

1 wicl bodge

E-mail Generated Lazt Legged In PiM Expires in
caretfimpoutioolkcom  Movember 22, 2021 7-58 AM Mowember 23, 2021 8:47 AM  <never expires>
1 tatal badge [ 1]

4. In the E-malil field, type the email address of the user, and then click Generate PIN.
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Cenerate PIN b

E-mail

Generate PIN

Note: The user receives an email with the PIN.

M Lexmark

Lexmark Cloud Generated PIN

Hedla caretsally@outiook com

Your new PIN is

0774

Importing user PINs

The Organization Administrator or User Administrator can set the PIN for one or more
users by importing the PINs using a CSV or TXT file.

Notes

PINs can be imported when user accounts are created using the file import method.
If PIN Generation Options is set to Automatically generate and email, then any
PINs set in the imported file are ignored. The PIN field should be left empty.

» For more information on the CSV and the TXT file, see Lexmark Cloud Services
Administrator's Guide.

The headers of the import file are case-sensitive.

Count the commas. All columns must be accounted for on each line of the import file.

The Organization Administrator or User Administrator can use one of the following file
import methods to set or reset a PIN.
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¢ Using the users list

1. From the Account Management portal, select the Users card, or click Users > Users.

2. Click Import.

3. In the Import Users window, browse to the CSV or the TXT file that contains the users
list.

4. Click Import Users.

Note: The user receives an email with the PIN.

» Using Manage Badge/PIN

From the Account Management portal, click Users > Manage Badge/PIN.

Click the PINs tab.

Click Import or Import PINs.

In the Import PINs window, browse to the CSV or the TXT file that contains the PINs.
Click Import PINs.

arwNE

Note: The user receives an email with the PIN.

M Lexmark

Lexmark Cloud Generated PIN

Hedla caretsally@outiook com

Your new PIN is

0774

« How PIN data in the imported file is used depends on the PIN generation options selected on
the Printer Login Configuration page.

o |f the Automatically generate and email option is selected , then PIN values in the
imported file are ignored. Lexmark Cloud Services automatically creates a PIN for

each user in the file.
> In the Administrator manually set option is selected , then users are assigned the PIN

value associated with their entry in the imported file.

Setting PIN expiration

Administrators can select whether PINs will expire and how long before they expire by
clicking Organization > Printer Login Configuration. If a PIN expires, then you must use
one of the methods to reset the PIN. The PIN expiration and reset options depend on the
selected PIN generation options.

¢ Automatically generate and email—You cannot set an expiration for the PINs.
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PIN Generation Options

Automatically generate and email -

An auto generated PIN will be sent to users via e-mail. A user may request o
new PIN

« Administrator manually set or User set—You can set the PIN to never expire or to expire
after 1 to 48 hours or 1 to 180 days.

PIN Generation Options

Administrator manually set -

Administrator sets the PIN when importing users. A user cannot reset the PIN.

Never expires
© Expires after

5 +

Range 1to 180

‘ day(s) o

PINs assigned by the user
Users can set or reset their PINs from their My Account page.

¢ From the username menu, select My Account. In the Printer Login section, you can view
following:

o Set PIN

@ Printer Login

Login Method: PN, Badges or Manual

Manual: Encbled
Badges: Edit

No bodge registered
PIN: Set PIN
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o Reset PIN

B Printer Login

Legin Method: PN, Badges or Manual

Manual: Enabled

Badges:

PIM: Reset FIN

o Check e-mail or contact administrator for your PIN

@ Printer Login

Legin Methed: PIN, Badges or Manual

Manual: Enable

Badges: Edit

PIN: Check e-mail or contoct admin for
your PIN

Note: If you do not currently have a PIN, then in the Printer Login section, click Set
PIN. If you currently have a PIN, then click Reset PIN.

Setting and resetting the PIN

Depending on the selected PIN generation option, clicking Set PIN or Reset PIN results in

either of the following

 If PIN Generation Options is set to Automatically generate and e-mail, then Lexmark

Cloud Services generates and emails a new PIN to the user.
« If PIN Generation Options is set to User set, then users are allowed to manually set or reset

their PINs. They can do this task by entering a PIN with the required number of digits, and

then clicking Generate PIN.
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Note: If “Check e-mail or contact admin for your PIN” appears, then it means that
PIN generation is manually set by the administrator. To set or reset their PIN, users
must submit a request outside of Lexmark Cloud Services to an Organization
Administrator or a User Administrator.

Modifying user information

If Identity Federation is used, then user information is retrieved from your authentication
provider through claims. Any changes made to this data in Lexmark Cloud Services are
overwritten when the user logs in for the next time.

If Identity Federation is not used, or if claims from your authentication provider do not work,
then modify user information by doing one of the following:

Manually modify user information in the Account Management portal

1. From the Account Management portal, select the Users card or click Users > Users.

b Lexmark Account Management e i =2

Organization - Users - Groups Applications

Select Organizati.. »  S€rs

Caret Office Manage Badge/PIN

Organization Information

Parent organization name: Root

2. In the E-mail column, click the user email.
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Lexmark Account Management

Users ~ Groups

Organization -

Caret Office Supply > Users

Search users ‘ 2
Users
+ Create =] Import
2 totol users
E-mail First Name Last Name Display Name Last Login
caretjim@outiook... Jim Caret Jim Coret February 18, 202
caretsally@outlo. Sally Caret February 3, 2022 .

2 total users

3. In the Personal Information section, click Edit.

b Lexmark

Crganization =

Appliealions

O Cotet Office Supply

caretjim@outlook.com

el

& Personal Information

o et kaok 6o

s Assigned Groups Eeii

Disploy Moms: Jam Caned
E-mail: oretpmghont Rk oo
First Moms Jm
Lot Hams; Coeit
Deportmant
Cost Cantar, @ Printer Login
Lot bagin Febwucry 18, 2022 153 PA
Lagin Methoa: Bodige = Pl 61 0 ectnd focts
Rozet Passwodd
Bodage:
Lot Uied Febauary 17 2032 847 P4
Lo Begisteted Febaaody 15 HEE 533 PA

® Assigned Roles

Edit

Wier Boles
Croup Boles: L]
Cirgonisatian Boles: 1

Badges Regittered. 1
Tempsialy

Fermansnt

PN el ]

4. In the Personal Information page, enter the information, and then click Update Profile.
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i3 Lexmark Account Monagement

Organization = Groups Applications

Select Organization *  Coret Office Supply > Users > caretjim

Personal Infermation

@outiook cor Personal Informeation

First Nome

Jim

Last Mame

Caret

Display Mome

Jim Caret

Department

Cost Center
Update Profile

Import changes to user information using a CSV file

Use this method if you want to modify multiple user accounts simultaneously. The Import
feature lets you create, update, and delete multiple users in an organization using a CSV
or TXT file. You can also create user groups, and then assign a user to those groups. For
more information, see "Managing users" topic in Lexmark Cloud Services Administrator's
Guide.

When importing, note the following:

» Use the UPDATE command to modify the information of an existing user account.
* The headers of the import file are case-sensitive.

¢ Count the commas. All columns must be accounted for each line of the CSV file.
¢ The size of the CSV file must not exceed 1MB.

Deleting user accounts

If Identity Federation is used, then a user’s account can only be permanently deleted from
your authentication provider. A user account that is deleted only from Lexmark Cloud
Services is restored when the user logs in the next time.

If Identity Federation is not used, then you can delete user accounts by doing one of the
following:

Manually delete the user account in the Account Management portal
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1. From the Account Management portal, select the Users card or click Users > Users.

b Lexmark Account Management (7]

Organization - Users - Groups Applications

Select Organizati.. * Users

Caret Office manage Badge/pPiN

Organization Information

Parent organization nome: Root

2. Select the user, and then click Delete.

Lexmark Account Management

Organization - Users = Applications

Caret Office Supply * Users

Search users o,
Users
+ Create W Delete =] Import
1of 2 users selected
E-muail First Name Last Name Dizplay Name Last Login
caratjim@outlioak... Jim Caret Jirn Caret February 18, 202...
caretsally@outio... Solly Caraet February 3, 2022 ...
10f 2 users selected 1]

3. Click Delete User.
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L Dalete Liar "

Delete user information by importing a file in the Account Management portal
For more information, see "Managing users" in Lexmark Cloud Services Administrator's
Guide.

|Enroll your printers

Fleet Management roles

The Fleet Management Administrator and File Service Administrator roles must be
assigned to users who access the Fleet Management portal and enroll and manage
printers

Note: You must have the User Administrator or Organization Administrator role to
assign these roles to users.

Fleet Management roles for channel partners

Channel partners who manage printers in their customers’ organizations must be members
of a Child Organization Access Group. The group must have the Fleet Management
Administrator and File Service Administrator roles assigned to it.

Notes
* You must have the User Administrator or Organization Administrator role to create
and manage Child Organization Access Groups.

» Roles assigned through membership in a Child Organization Access Group apply
across all customer organizations.

Creating Child Organization Access Groups

1. From the Account Management portal, click Groups tab.

| Lexmark Account Management

Organization - Users - Applications

2. Click the Child Organization Access tab.
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3. Click Create.

F Lexmark

Crganization =

i L EaTy oy EWE T Croan - E -
Q
Groups . ]
€ Crganization Access DD Shild Orgamizatien Acceis
+ Create
2 tenol grouspd
Grop Mome Mmber

4. In the Group name field, type the name of the group, and then click Create Group.
5. Click the name of the group.

6. Click Add or Add Members.

B Lexmark Account Management (7]

Organization = Users = Groups Applications

Select Orgonization EMEA Damo Groups * Fleet Administrators for

Fleet Administrators for Customers

Edit group

his oroun allows poriner cdministratars to inhernt the roles of all the

Members © Group Roles

There are currently no assigned
members.

Manage users and group roles assignment.

7. Select one or more members, and then click Add Members.
8. Click the Group Roles tab.
9. Click Assign.

Note: By default, the Partner Administrator role is assigned to all Child Organization
Access Groups.
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b Lexmark

Orpanizotion - J0rE = Applications

Select Orgoniootion * ENGEA Dema * Growps 7 Fheet Administrotons

Fleat Administrators for Customers

T Tetreret o kehert che mleg of

Membars ) Group Rokes

Fie Sereioe Adminatrotor CORSS ThE THE IONDPERET Tritem When DOed ok the el Monope

S marogr. 0nd Sepiy (OTtond 1 prirten

WAL SIGERTOT G O Tl LTy

3 taned vedes i

10. From the Custom Roles list, select Fleet Management Administrator and File Service
Administrator roles, and then click Assign Roles.
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b Lexmark

Organization = Jsers Croups Applications

Sttt DvgonaEatitn EMEA Démo Cidups Fleat Adminstaators for Asiagnied Roles Asgign Robed

Assign Roles

System Roles

4 woral roles a1
Raole Maome Description
Help Dotk Siew wiers, bodges, grovps, opplicotions, PINS, ond orgonisotion infermation
Orgonization Administrator Maonoge the organization ond its users
8 User i o MORGEHE YOUr SWn SCoount fermation, Th i the defoult role
Usas Admealinroter MEnEgE BEeTs in The SRGEMIGLsA

4 total noles n

Custom Roles

2 af 17 roles sdlgcted

Robe Nome Description

& SedviDe ACminisiretod Acoess the file MONGHEmant Sy5iem wnen poeed with the Flaet -'."¢='!G-f_?9
@ Fieet 'r’_"“-""_’;lll't ot Adminisinotor Discover, ennoll OGS, and depdony \'.'O’“-’Q.I.‘UL'M'. T prnters
Fleet Monagement Repocting A coiss Fleet Monagement repaeting d010
Hybrid Print AMondcsmant Adiminist I WS, prmissions, and organizational settings of Hybwid Print
Hybiid Print Monogement Liser Wiew grd mandgE your oun prnt jobs: This is the bosic user role for Hyba

BASA System Monogement Adminis . Monoge the M3A system

MO BT AT LA Wigw thee Core Ly Them metrics ond operotions dota

Prind Monogement Gugst Ukier ALOESS 10 print with emoil submission cnly

Print Relecse Monogement Adminis . Mondge usedrs, permasiions, ond cogonizotional settings of Choud Print M

Prind Redease Monogement Repoet Acoess Cloid Print Maoncgament nepoting data
Pring Relese Monsgemant Ut Vi o managl Your S peint jobs, Ths i the basic user ke for Cloy
208 1 roles selecied n

Assign Roles

Selecting an agent

The first step in enrolling printers is to decide which agent or agents to use. You may
choose from the Native Agent, Fleet Agent, Printer Agent, or Local Agent.

Note: Collectively, the agents are referred to as Cloud Bridge.
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Native Agent

The Native Agent is built into the printer firmware. It is available on all current-generation
Lexmark printers. The control panel on current-generation Lexmark printers has a dark
background.

Sample of the control panel from a current-generation printer that supports the Native

Agent.
Yt

Status/Supplies Job Queue Settings App Profiles

.__

Forms and Eco-Settings Print Release
Favorites

* Requires firmware 081.215 or later is required. For more information, see "Viewing the
printer firmware version" topic in Lexmark Cloud Services Administrator's Guide.

e Supports data collection and configuration on all current generation printers.

¢ Supports the deployment of eSF applications on current generation, touch-screen printers.
For more information, see "Supported printer models" topic in Lexmark Cloud Services
Administrator's Guide.

» Native Agent—capable printers can be enrolled using the following methods:

o Cloud-based pre-enrollment
o Printer-based enrollment
o Printer Enrollment Tool (PET)
« Requires the printers to have a constant Internet connection.
Uses Internet of Things (I0T) technology to reports printer data to the cloud.

Fleet Agent

The Fleet Agent is an application that is configured and installed on an on-site server or
host computer. It enrolls Lexmark and third-party printers to the Lexmark Cloud Services.

¢ Uses Internet of Things (loT) technology to report printer data to the cloud.
¢ Requires a stable, high-availability server or host computer with a constant Internet
connection and with the following minimum specifications:

Operating system x86, x64-bit or Linux 64-bit
Processor 1Ghz dual-core
RAM 2GB
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Storage 32GB (Fleet Agent requires 12GB of
storage)

» Supports printer configuration and data collection with Lexmark printers. For more
information, see "Supported printer models" topic in Lexmark Cloud Services Administrator's
Guide. Data collected and printer configuration capabilities may vary by model.

» Data is collected over Simple Network Management Protocol (SNMP) from the public and
private printer MIBs available on the enrolled printers.

» Supports data collection for some third-party printers. Data collected varies by manufacturer
and model.

Printer Agent

Printer Agent

The Printer Agent, also referred to as embedded agent, uses an embedded application,
the Printer Configuration Agent (PCA), installed on each Lexmark printer. The Printer
Configuration Agent collects and sends the printer information to Lexmark Cloud Services.

« Requires running the Printer Enroliment Tool on a network connected computer to discover
and enroll printers.

» Supports data collection and configuration on Lexmark touch-screen printers with eSF
version 3.0 or later. For more information, see "Supported printer models" topic in Lexmark
Cloud Services Administrator's Guide.

» Requires the printers to have a constant Internet connection.

» Uses Internet of Things (loT) technology to report asset inventory (meters, counters, and
supplies) data. If the 10T hosts are blocked during enrollment, then this agent reverts to the
https path.

Local Agent

Local Agent

The Local Agent is an application configured and installed on a Windows computer system
that has USB-attached printers. It enrolls locally attached Lexmark printers into Lexmark
Cloud Services. It uses an Internet of Things (IoT) connection to communicate with
Lexmark Cloud Services.

« Automatically discovers and enrolls USB-connected, Lexmark printers.

» Uses Internet of Things (loT) technology to report asset inventory (meters, counters, and
supplies) data.

» Supports Windows 64-bit and 32-bit operating systems.

Comparing agents

To make sure that you have an optimal experience in enrolling and managing your print
fleet, select the correct agent for your specific needs.

 If managing a current-generation Lexmark touch-screen printer with eSF version 5.0 or later,
then use the Native Agent, Fleet Agent, or Printer Agent.
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Scenario Native Agent

If managing Lexmark touch-screen printers with eSF version 3.0 or later, then use either the
Printer Agent or the Fleet Agent.

If managing a group of touch-screen and non-touch-screen Lexmark printers, then use the
Fleet Agent.

If managing a group of Lexmark and third-party printers, then use the Fleet Agent.

If managing USB-connected Lexmark printers, then use the Local Agent.

If eSF applications cannot be installed on the printers to be managed, then use the Fleet
Agent.

If an on-site server or host computer cannot be used, then use either the Printer Agent or the
Native Agent.

All agents may be used in the same organization at the same time.

A printer can only be managed by one agent.

Fleet Agent Printer Agent Local Agent

Uses an agent
native to
printer
firmware

Uses an
application
running on an

Internet-connected,

on-site server
or host
computer

Uses an
embedded
application
running on
enrolled
printers

Supports USB-

connected
printers

Internet
connection
required for
printers

Uses Internet
of Things (loT)
technology

Supports data
collection and
configuration
in Lexmark
printers with
eSF version
5.0 or later
(touch-screen
models)

v

vl

X

X

X

62



Rollout Guide

Scenario Native Agent Fleet Agent Printer Agent Local Agent

Supports data X vi va X
collection and

configuration

in Lexmark

printers with

eSF version

3.0

(touch-screen

models)

Supports data X v X X
collection and

configuration

for Lexmark

printers with

eSF version

2.0

Supports data Vi va X Vo
collection for

non-eSF

Lexmark

printers

Supports data X v X X
collection from

third-party

printers

Requires a X X v X
user account

on the printer

with

administrative

access

Performs data X v X X
collection over
SNMP

LAl printer-cloud communications use I0T. 0T support is resident in the printer firmware.

2 |oT default communications path for asset inventory (meters and counters) data. If loT
connection cannot be established, then an https path is supported.

3 All cloud communications use I0T.

4 For more information, see "Supported printer models" topic in Lexmark Cloud Services
Administrator's Guide.

5 When the printer is connected to a workstation through USB.
Before enrolling

To make sure that the enrollment of printers is successful, do the following::
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» Make sure that the printer to be enrolled supports the agent to be used. For more
information, see "Supported printer models" topic in Lexmark Cloud Services Administrator's
Guide.

« If a firewall or proxy is used, then add the proper host names to the Allow List.

* If the printer was previously used at another customer site, then unenroll the printer from its
current organization in the Cloud Fleet Management portal. If necessary, also erase the
printer memory.

When erasing printer memory, note the following:

- Unenrolling must be performed the first time a printer is enrolled with a customer.
o Any configuration settings or customer data related to a prior installation is deleted.
For more information, see Erasing printer memory.
« Make sure that all printers are online and in the Ready state with no unresolved errors, such
as paper jams or incorrect email configurations.
» The printer firmware is updated to the latest recommended version.
 Printer permissions are set correctly.
» Printer login credentials for secure printers are available.
» Printer SNMP configurations are available.

o When using the Fleet Agent, SNMP v3 must be enabled on eTask version 5.0 and
higher printers.
o By default, SNMP v3 must be enabled on these models.
o SNMP v3 does not have to be configured. It must be enabled.
» Make sure that Firewall, DHCP, and DNS settings are correct.
» The date and time are configured correctly, preferably using a network time protocol server.
* If possible, enroll printers during off hours when the printers are not being used.

o Firmware and configuration deployments from Cloud Fleet Management following
enrollment may briefly take the printer offline.

Using the Native Agent

Enrolling printers with Native Agent

The Native Agent is available on all current-generation Lexmark printers that are Internet
of Things (loT)—capable. It is built into the firmware for any printer running firmware version
075.272 or later. The Native Agent can be used to enroll Lexmark printers in Lexmark
Cloud Services. No applications are required to be installed on the printer or to run on an
on-premises server or hosted computer. The printer must have a constant Internet
connection. For more information on supported models, see "Supported printer models"
topic in Lexmark Cloud Services Administrator's Guide.

You can enroll printers with the Native Agent using the Printer Enrollment Tool (PET),
cloud-based pre-enrollment, or printer-based enroliment.

¢ Printer Enrollment Tool—Can be used to enroll any current-generation loT-capable
Lexmark printers. If you are unable to enroll the printer using the Cloud-based pre-enroliment
or printer-based enroliment methods, then PET must be used.

¢ Cloud-based pre-enroliment—Lets you specify Lexmark printers that you want to enroll. In
this process, you enter an enrollment code at the printer. The enrollment code is obtained
from the Fleet Management portal for an organization and can be used to enroll all pre-
enrolled printers for that organization. The list of pre-enrolled printers can be entered one at
a time or imported from a CSV or TXT file before going on-site. This method is useful for
large printer deployments because you can perform much of the needed work in advance.
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« Printer-based pre-enrollment—Lets you initiate the enrollment at the printer. You obtain an
enrollment code from the printer and enter it in the Fleet Management portal. This method is
useful if you are deploying only a few printers or do not know in advance the serial numbers
of the printers to be deployed.

Enrolling printers using the Printer Enroliment Tool

The Printer Enrollment Tool (PET) can be used to enroll any current-generation 10T-
capable Lexmark printers with the Native Agent. Use this method when enrolling older
models of the current-generation printers or if you cannot enroll printers using the cloud-
based pre-enrollment or printer-based enrollment methods.

Downloading the Printer Enroliment Tool

If you do not have a copy of the PET, download it from the Cloud Fleet Management portal.

1. From the Fleet Management web portal, do one of the following:

o If some printers are already enrolled, then click Printers > Enroll Printer using >
Printer Agent > Download PET.
o If enrolling printers for the first time, then click Use Printer Agent > Download PET.

2. Accept and download the End User License Agreement (EULA).
3. Extract the compressed folder.
Using the Printer Enroliment Tool

1. Run the Printer Enrollment Tool launcher.
2. Log in using the same email address and password used to connect to the Cloud Fleet
Management portal.

Note: If a newer version of the PET is available, then you will be prompted to
download it.

Update Available

A new version of this tool has been released

Download Mew Version

3. If you manage multiple organizations, then select the organization, and then click Next.

4. Click a on the upper-right corner of the page, and then configure the following:

- Discover and enroll native agent-capable printers using—Determines whether
Native Agent-capable printers are enrolled using the Native Agent or Printer Agent.
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o Time out for Printer Discovery—Determines how long the PET waits for a response
to each network broadcast. The value can be increased to improve printer discovery in

slow networks.

- Time out for Printer Enroliment—Determines how long the PET waits for the Printer
Agent to enroll the printer. The value can be increased to improve the printer

enrollment process of older printers.

> Logging detail levels—Set the logging level to Detailed.
o SNMP settings—The SNMP settings in the PET must match those of the printers to

be discovered.

Note: Printer discovery first occurs using mDNS, and then by Simple Network
Management Protocol (SNMP). If SNMP discovery is desired, then mDNS
must be disabled on the printers.

settings

General Settings
Discover and enroll native agent-capable printers using

Printer agent

Timeaut for panter discovery

- .\I +
Timeout for printer enrollment
- 300 +
Logging detail View current log
Summary
© Detailed
SHMP Settings
Wersion 1/4c

Community String

0 public Cursbom value

5. From the Discovery Type menu, select any of the following:
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| 3 rriver Encelimant Teol 27.0-7 | Laxmark Cloud Servicas — ] b

p Lexmark

Organization Selection Printer Discovery

Caret Office Supply

Discavery Type

Search local network %

Search local network

Advanced search

Back Discover Printers

o Search local nhetwork—Finds all printers on your local subnet. Use this method if you
have several printers on the subnet but you do not know their network parameters.
This method may take several minutes to complete.

o Advanced search—Lets you refine the search by specifying network parameters to
find printers. Use this method if you have a small number of printers or if the network
parameters of the printers are known. This method is usually faster than the Search
local network method.

The following are the network parameters:

Specific IP address

= Subnet

= Range

Fully qualified domain name (FQDN)

Notes
> To discover printers successfully, make sure that mDNS is enabled on the
printer or that the SNMP configurations of the PET and the printers match.
= Printers in the Eligible to Enroll tab can be enrolled with the Native Agent if
their agent type is set to Native.
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Eligible to Enroll (2) Enrolled (0) Unsupported (0)
Address & Model Serial Humber Agent Type Infe
2 MoaT a i ]
g X410 7015207200004 ¢ 0

6. Select one or more printers to enroll, and then click Enroll Printers.

Note: The selected printers do not have to be of the same agent type. Each selected
printer is enrolled using the indicated agent type.

7. If necessary, log in to access the printer Embedded Web Server, and then click Apply
Credentials. Otherwise, click Skip This Step.

Note: Login credentials can be applied to limit access to printer settings to
authorized individuals only.

Cloud-based pre-enroliment

Cloud-based Native Agent pre-enrollment lets you specify in advance the Lexmark printers
that you want to enroll. You only need to enter an enrollment code at the printer. The
enrollment code is obtained from the Fleet Management portal for an organization and can
be used to enroll all pre-enrolled printers for that organization. The list of pre-enrolled
printers can be entered one at a time or imported from a CSV or TXT file. This method is
useful for large printer deployments.

Pre-enroll printers by doing the following:

» Entering their serial number in the Cloud Fleet Management portal
¢ Obtaining the organization’s enrollment code

« Applying the organization’s enroliment code to the printer, using the control panel or the
Embedded Web Server (EWS)

Note: Cloud-based pre-enrollment is supported only in current-generation 10T-
capable Lexmark printers. If enrollment using this method is unsuccessful, then
enroll using the Printer Enroliment Tool.

Entering printer serial numbers in the Cloud Fleet Management portal
printer-serial-number2

1. From the Fleet Management web portal, do one of the following:
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o If some printers are already enrolled, then click Agents > Native Agents >
Enrollment > Pre-enroll > Pre-enroll printers.

Agents
Flsgd Agonis Priftes Adgenis Matnve Agents Local Agens
3 Enrollment - ¥ Agent Stotus -
2 1=

o If enrolling printers for the first time, then click Agents > Native Agents > Pre-enroll
Printers.

Agents

Fleet Agents Printer Agents Mative Agents Local Agents

There are no native agents.

A native agent is included as part of the firmware for Lexmark printers
that are Internet of Things (loT) capable. When enabled, it can enroll the
Lexmark printer to LCS. It also acts as the communication channel
between the printer and the cloud.

Pre-enroll Printers Enroll Printer

2. From the Pre-enroll Printers dialog, do one of the following:

o Select Manually input serial number, type the printer serial number, and then press
Enter.

o Select Import printer serial number from file, and then browse to the CSV or TXT
file.
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Pre-enroll Printers

Pre-enroliment is only available for printers that support native agents.

Manually input printer serial numbers

Type a serial number and then press ‘ENTER’ or comma. You can enter up to 7 serial numbers.

E-mail address (Optional)

Cancel

Note: To receive the enroliment code and the complete enrollment instructions using
email, type your email address.

Once pre-enrolled, the printer serial number is listed on the Native Agent page with a
Printer pre-enrolled icon.

Agents

Flaie? Aajdlg BN i Rt MRt ASRRLY Liniied Al
o Lrenimass = # W Agerd Biote =
} s v

Obtaining the enroliment code

1. Click Agents > Native Agents > Enrollment > Pre-enroll.

Agents
Fleet Agents Printer Agents Mative Agents
& Enrollment » | - : ¥ Agent Status -
Pre-enrall L F_Effg{lw_o-;:."._}'_qq—;i‘c

[ CGTQT"-'\"_J iarsion
Enrcll Printer

E-mail enrollment code
Download PET

o suzpssiogr Pre-enroll printers

2. Copy the organization’s enrollment code.
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Note: You can also obtain the enrollment code by clicking the pre-enrolled serial
number. The code can be found in the Printer Information section.

5028551010011

A% The printer associoted with this agent is only pre-enrolled. You must complete enroliment ot the
printer using the enroliment code

Status

Status

Agent status Printer pre-enrddled Remove pre-enmadledd printer

Identification

Agent type Mative

Printer Information

Serial numbeer 5028551010017
Pre-enralled SISF2022, 24673 PM

Enrofiment code | CGTQTW

Note: If the Enrollment menu is not visible, or there are no printer serial numbers
listed, then no printers have been pre-enrolled. For more information, see
Printer-based enrollment on page 73.

Applying the enrollment code to the printer

¢ Using the control panel

1. From the printer home screen, touch Settings > Cloud Services > Cloud Services
Enroliment
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= Settings

~ Cloud Services Enrollment

View More Information

Enable communication with
Lexmark Cloud Services

2. From the Enable communication with Lexmark Cloud Services menu, touch On.
3. Touch Enroll Printer, and then enter the enrollment code.

= Settings

View Current Status

Get Enrollment Code

Enroll Printer

4. Touch OK
¢ Using the Embedded Web Server

1.

2.
3.

From the Embedded Web Server, click Settings > Cloud Services > Cloud Services
Enrollment

Select Enable communication with Lexmark Cloud Services, and then click Save.
Click Refresh until the Enrollment Code field is visible. This may take a few minutes.
In the Enrollment Code field, enter the enrollment code, and then click Enroll Printer.

Notes
= The enrollment code is case-sensitive.
= The enrollment can be verified from the Cloud Fleet Management portal.
= It may take a few minutes for the printer enroll.
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Printer-based enroliment

Printer-based enrollment begins at the printer. You obtained an enrollment code from the
printer, and enter it in the Fleet Management portal. This method is useful if you plan to
only deploy a few printers or if you are unaware of the printer’s serial number.
Printer-based enrollment involves:

1. Obtaining the printer’s enrollment code.

Note: This is done from the printer control panel or using its Embedded Web Server
(EWS).

2. Entering the printer’s enroliment code in the Cloud Fleet Management portal.

Note: The printer-based enroliment method is only supported for current
generation Lexmark loT-capable printers. If enrollment using this method is
unsuccessful, then enroll using the Printer Enrollment Tool.

Obtaining the enroliment code
There are two methods for obtaining the printer enrollment code.

» Using the control panel of the printer
¢ Using the Embedded Web Server

Obtaining enrollment code by using the control panel

1. From the printer home screen, touch Settings > Cloud Services > Cloud Services
Enrollment

= Settings

Cloud Services Enrollment

View More Information

Enable communication with
Lexmark Cloud Services

2. From the Enable communication with Lexmark Cloud Services menu, touch On.
3. From the Get Enrollment Code menu, touch Get Code, copy the enroliment code, and then
touch OK.
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Obtaining the enroliment code by using the Embedded Web Server

1.

2.
3.
4.

From the Embedded Web Server, click Settings > Cloud Services > Cloud Services
Enroliment.

Select Enable communication with Lexmark Cloud Services, and then click Save.
Click Refresh until the Get Enroliment Code is enabled. This may take a few minutes.
Click Get Enroliment Code, and then take note of the code.

Entering printer serial numbers in the Cloud Fleet Management portal

printer-serial-number

1.

From the Fleet Management web portal, do one of the following:
If no devices are enrolled:

o Click Agents > Native Agents > Enroll Printer.
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Agents

Fleet Agents Printer Agents Mative Agents Local Agents

There are no native agents.

A native agent is included as part of the firmware for Lexmark printers
that are Internet of Things (IoT) capable. When enabled, it can enrcll the
Lexmark printer to LCS. It also acts as the communication channel
between the printer and the cloud.

Pre-enroll Printers Enroll Printer

If devices are already enrolled:

o Click Agents > Native Agents > Enrollment > Enroll Printer.
2. Enter the enrollment code, and click Enroll Printer.

Eneodl Printer Uiging Matned Agent b

Comied

Note: The enrollment code is case-sensitive.

Note: In case of invalid code, you will get an error message.

The enrollment code is invalid or expired. b 4

Using the Fleet Agent

Creating a Fleet Agent

Before using Fleet Agent, you must create an agent and establish settings that work best
for your environment.

1. From the Fleet Management portal, click Agents > Fleet Agents > Create Fleet Agent.
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b Le)':l'nﬂl'k Fleet Management

Printers Agents Coenfigurations = MNeotifications =

Select Orgonization: Conet Office Sup Agents @ What are the different types of Ogenis?

Agents

Fleet Agents Printer Agents Native Agents Local Agents

+ Create Fleet Agent | O Updote = W Agent Status = W Agent Update = | " Library Update = arch fleet ogent x | Q

2 wotal items

Fleet Agent Mctivotion Stotus Enrclled Printers Agent Version Agent Updote Library Version Library Update
© Floet Agent 1 Activated @ 1310 1272

0 Flest Agent - Sabe & ACUadteon fedpeined L]

2. In the Create Fleet Agent form, configure the following:

b Lexmark

Printers

Create Fleet Agent

General

Eleel oment rams (requined]

AT T

Discovery Criteria and Settings

o

Dizcovery Criteria SHMP Profike Seheduied Tagks Onher Sertings

B Tronsfer manegemen: of dicovered printers that ade already enroied thiough ansther agent

Search Type

Search Local Metwodk =

- General—Type a name and description for the Fleet Agent.
- Discovery Criteria and Settings:

= Discovery criteria:

= Transfer management of discovered printers that are already through
another agent—Transfer all discovered printers that are already enrolled
under another agent to this Fleet Agent. If not selected, then discovered
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printers that are already enrolled under another agent will remain enrolled
under their current agent.

Note: Prevent overlapping Discovery Criteria between Fleet
Agents. Overlapping criteria cause printers to switch between
Fleet Agents.

» Search Type—Select the type of discovery to be done.

Discovery Criteria

L Ggent can

and Settings

y carrinas Aar e canfmirecd whith coera s dfie -
FERLIUNL SELLTI]S OF L L0 e WL LLSLGHT G LEFRG S

™
[a]
-

Discovery Criteria SHMP Profile Scheduled Tasks Other Settings

Transfer management of discovered printers that are already enrolied through another ag

roveras] onnte et e alrecoy enroe 1Y MO TE] Dy anather one well e troar
FLLAEER L DECS DOCIL OFE QIR Oy ervroned Ord U AL ) Ly UIROLET LRLPEIL WV e LA

Search Type

Search Local Network

Search Local Network

Advanced Search

= Search Local Network—Search the local network subnet for
printers. If the printers to be discovered have SNMP configured,
then a matching SNMP profile must be added to the Fleet Agent
configuration.

Note: The Fleet Agent discovers only printers that match its
SNMP profile.

= Advanced Search—Search or exclude printers by specific IP
address, subnet, range, and fully qualified domain name (FQDN). If
the printers to be discovered have SNMP configured, then a
matching SNMP profile must be added to the Fleet Agent
configuration.

* You can click Add Discovery Criteria to Include to enter the
search criteria and select an SNMP profile. Repeat the
process for each search criteria. After adding the search
criteria, click Add Discovery Criteria.
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Add Discovery Criteria to Include

Enter address to include Select SNMP Profile

DEIIR E m

A% Enter at least one TInclude” address.

Add Discover Ctero

Notes

= The Fleet Agent discovers only printers that
match its SNMP profile.

= |f printers in the search criteria have different
SNMP configurations, then the search criteria
can be entered multiple times, each with a
different SNMP profile.

= A printer can be managed by only one agent.
Care must taken when defining the Printer
Discovery settings when using Native Agent, a
Printer Agent, and a Fleet Agent, or multiple
Fleet Agents within the same organization. If
overlapping Printer Discovery criteria exist, then
printers may not be managed by the intended
agent. The printer data may roll up under the
wrong agent and may appear to unenroll and
re-enroll continually.

* You can click Import or Export to import or export functions
to use predefined search criteria or saved search criteria for
later use.

= SNMP Profile—Can be created to match the SNMP configuration of printers
discoverable by the Fleet Agent. You can click Create to create profiles. Profiles
can be created based on SNMP v1, v2c, or v3. The SNMP profile created and
used by a Fleet Agent must match the SNMP configuration of the printers that
the Fleet Agent manages.
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Discovery Criteria and Settings

T SNMP Profile Scheduled Tasks Other Settings
+ Create
Profile Name Version Dizcovery Timeout (zecon... Retries (number)
Default . |
Site 1 % 15 |
Create SNMP Profile x
Profile narme

SMMP Profile 1

SHMP version
ALe pl |
Fety g
Duscovery timeout (seconds)
= 15 +
Mumber of retries
= 1 +
Notes

= The Fleet Agent discovers printers that match its SNMP profile.

= An SNMP profile using SNMP v3 is not required by the Fleet
Agent. However, SNMP v3 must be enabled on eSF version 5 or
later printers released since 2016. An SNMP v3 profile does not
need to be configured on these printers, but SNMP v3 must be
enabled. If you do not enable SNMP v3, then the Fleet Agent
cannot update firmware, applications, and configurations.

= Scheduled Tasks—Set up the Fleet Agent to periodically rediscover printers
and to refresh printer information. Setting a discovery interval lets you

automatically add or remove printers as they are added, exchanged, or
removed.
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Discovery Criteria and Settings

A fleal ooen T = efo seltings or be canfigured with custom discoverny criternia and agent seltings

Discovery Criteria SNMP Profile Scheduled Tasks Other Settings

Printer Discovery Task

Task interval

Once a week

ay of the week

sunday

Time of day

117 PM ®

Refresh Printer Information Task

Task interval

Every hour

= Printer Discovery Task—Set the Fleet Agent to rediscover and enroll
printers on a regular basis or only when manually directed from the Cloud
Fleet Management portal.

* None (Run tasks manually only)—Run manually.
* Once a day—Set a specific time.
= Once a week—Set a specific time on a selected day of the week.
= Once a month—Set a specific time on the last day of the month or
on a selected day of the month.
» Refresh Printer Information Task—Set the Fleet Agent to refresh printer
information at certain intervals.

= Every 15 minutes
= Every 30 minutes
= Every hour

= Every 2 hours

= Every 6 hours

= Every 12 hours
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Notes

= The default setting is 1 hour. A shorter interval provides a
more current printer status but puts more traffic on the local
network. A longer interval reduces the local network traffic,
but provides a slower printer status update.

= The Fleet Agent reports printer information to the Fleet
Management services if a page count change occurs. It also
reports or when a printer or supplies alert has been
detected.

= Other Settings

» Log level—Set the level of detail provided when a log is run for the Fleet
Agent. Always set the log level to Detailed.

Message Type Summary Detailed

Error v v
Warn v v
Informational v v
Debug X v

* Network utilization delay (milliseconds)—Limit the network traffic
caused by the Fleet Agent printer discovery process. A higher number
reduces the impact on network performance but makes the discovery
process longer. The default delay setting is 250 milliseconds. The delay
must not be set to zero.

3. Click Create Agent.

Installing a Fleet Agent

Fleet Agent installation package

After creating a Fleet Agent, install it on a server or host computer within the customer’s
network. The Fleet Agent installation package can be downloaded or provided through a
link emailed from the Cloud Fleet Management portal.
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b Lexmark Fleet Management 9 = =

Printers Agents Configurations = Tasks ~

Select Orgonization: Caret Agents * Fleet Agent - Site 4

Fleet Agent - Site 4

A ACTIVATION REQUIRED: Download or E-mail the installation package and install on the some network
as the printers to be enrolled. An activation code will be generated and is valid for 72 hours. If it
expires before activating the agent, return to this page to generate a new code.

X
# Edit Agent Installation Package ~ | More =
Downlood
Status E-mail
aent Se
Agent status & Activation required Bock to top
Activation code Generate activation code

Note: The size of the installation package is about 140MB.

Fleet Agent activation code

You need an activation code during setup of the Fleet Agent. You can obtain the code by
clicking the Generate activation code link. The code registers the installed Fleet Agent
with a Fleet Agent definition. You can associate a Fleet Agent definition with only a single
Fleet Agent installation. If the code is not used within 72 hours, then you must generate a
new code.

Installing and activating a Fleet Agent

1. From a server or host computer, run the Fleet Agent installation package.

Lexmark Setup - Lexmark Fleet Agent
Fleet Agent
Welcome to the Lexmark Fleet Agent Setup Wizard,
gl (e ] [ omea
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2. Accept the End-User License Agreement (EULA).
3. Enter the port number.

& Setup - k4
- -
| |
| Enter the port to which Lexmark Fleet Agent will bind for web based management.

Port Mumber: [Eﬂ_ “]

= Back Mext > Cancel

Notes
o The default port number is 80.
o |If port 80 is not available, then enter any available port, such as 8080 or 8088.

4. Click Finish to close the installation window, and launch the Fleet Agent on a web browser.
5. Enter the Fleet Agent's Activation Code, and then click Continue.

Fleet Agent

Fleet Agent Activation

Activation Code

Lise promy settings
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Notes

* A proxy can be set.

* You can apply a password to restrict access to the Fleet Agent.

* You can also set the initial printer discovery and enrollment to be performed
automatically after the Fleet Agent is activated.

b Lexmark Fleet Agent

Fleet Agent Activation

Identification
Agent ID Fleet Agent 1
Organization Caret Office Supply

Agent Password (Optional)
Set password to provide secure access to the fleet agent

Password

Passwords must be at least eight characters long, and include at least one uppercase letter,

lowercase letter, and digit

Confirm Password

Discover and enroll printers immediately after activating this agent

Activate Agent
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 After activation, the Fleet Agent details page shows its status as Communicating.

b Lexmark Fleet Management

Printers Agents Configurations ~

Select Orgaonization: Caret . Agents Flest Agent 1

Fleet Agent 1

#" Edit Agent = » Discover & Enroll Printers  Installation Package ~ = More -

Status

Agent status @ Communicating

Using a proxy with the Fleet Agent

Sometimes you must change the proxy configuration after the Fleet Agent is installed. To
change the proxy configuration, do the following:

1. Open a web browser, and then type https://localhost:<portnumber> .

Note: <portnumber> is the port used when the Fleet Agent was installed. The default
port number is 80.

2. Click ‘ﬁ' on the upper-right corner of the Fleet Agent home screen to access the Proxy
Configuration settings.
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Proxy Configuration

Use proxy settings

Enter proxy settings as required by your network.

Proxy Host

Proxy Port

Proxy requires username and password

Username

Password

Verify Proxy Settings

3. Click Verify Proxy Settings.

Discovering and enrolling printers

« To manually initiate the printer discovery and enroliment process, click Discover & Enroll
Printers on the Fleet Agent details page in the Fleet Management portal.

» A Discover printers task is created on the Fleet Agent task queue. Discovered and enrolled
printers appear on the Printers page in the Fleet Management portal.

¢ The initial discovery and enroliment task can be done manually or as part of the Fleet Agent
activation process. Afterward, the task is automatically repeated on the schedule that you set
when creating the Fleet Agent. For more information on installing and activating a Fleet
Agent, see Installing a Fleet Agent on page 81.
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b Lexmark Flest Management

Printers Configurations =

Tl Cioret Arents Flees soent 1

Fleet Agent 1

# Edit Agent * Discover & Enroll Printers | Instollation Pockoge = Maore -
Status
Agent status © Communicating

Printers not being discovered

You can use a MIB walk to determine why a printer is not being discovered. You can obtain
a MIB walk log from the Cloud Fleet Management portal, and then contact Customer
Support Center to review the log. To initiate a MIB walk, do the following:

1. From the Fleet Management web portal, click Agents > Fleet Agents.

2. Click the Fleet Agent name.
3. In the Log section, type the IP address of the printer, and then click Request.

MIB Walk
Request
Request to downlood a printer’s MIB information

Printer address SNMP Profile
1014815126 Default -
4. Click Download.
MIB Walk MIB: Download
ad a printer's MIB information Expiration: 11/29/2022, 3:53.57 PM
Printer address SMMP Prafile
Default -

Managing an installed Fleet Agent

After a Fleet Agent is installed, you may need to change it for the following reasons:

¢ Printer discovery parameters

» Task scheduling
» Version update for the Fleet Agent or the Printer Support Library

» Deactivated or deleted Fleet Agent

Editing a Fleet Agent
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From the Fleet Management web portal, click Agents > Fleet Agents.
Click the Fleet Agent name.

Click Edit Agent.

Click Save Changes.

PR

Notes

» Changes made to the definition of an existing Fleet Agent take effect immediately.

« |If the SNMP profile of a Fleet Agent definition is changed or deleted, then all printers
associated with that profile are unenrolled and no longer discoverable by this Fleet
Agent.

» After a Fleet Agent is updated, you can initiate a Discover printer task in the Fleet
Agent details page by clicking Discover & Enroll Printers. This task discovers and
enrolls printers based on the updated Fleet Agent definition.

Updating a Fleet Agent

Available updates to the Fleet Agent executable file or for Printer Support Library used by
the Fleet Agent appear on the Fleet Agents page.

1. From the Fleet Management web portal, click Agents > Fleet Agents.
2. Select one or more Fleet Agents, and then click Update > Fleet Agent.

b Lexmork Fest Monogement

Printers Confgurations =

+ Creote Fladt Agent & Updote = | T Agent Stotus - | P Agent Update - T Loy Updote - * =]
F o
1 6 & s Selechid
Fheet Agent Printer support Bbrary Lo Pirited Agtra Verpion Aqpent Update Loy Viedihid Library Update
B O e igem {lanta s 1244 B 1

3. Click Continue.
Deactivating a Fleet Agent

Deactivating a Fleet Agent stops it from collecting printer data. After it is deactivated, you
can no longer manage printers associated with that Fleet Agent. Printers associated with
the deactivated Fleet Agent are unenrolled and no longer appear on the Printers page. The
Fleet Agent definition is not deleted. Device data associated with the deactivated Fleet
Agent is also retained.

1. From the Fleet Management web portal, click Agents > Fleet Agents.
2. Click the Fleet Agent name.
3. Click More > Deactivate Agent.
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b Lexmark Fleet Manogement

Printers Configurations -

Select Organizoticn: Conet Office Sup... Agents » Fleet Agent 1

Fleet Agent 1

# Edit Agent = » Discover & Enroll Printers || Instollation Pockoge - || More -

kefresh all printer information

Status
Degctivote Agent
Agent stotus @ Communicating
Last communicated 6/13/2022, 2:38:34 PM Delete Agent
Activation Activated - 5119/2022 11:56:13 AM

4. Click Deactivate Agent.

£ Deactivate Agent

Deactivating the fleet agent suspends its printer management capobilities and
removes associated printers from the Printers poge. Reoctivate the agent and storta
discovery 1o restore printers and the fleet ogent's manogement capabilities.

Do you want 1o deactivote "Fleet Agent 177

Deactivate Agent

Restoring a deactivated Fleet Agent

ourwNE

From the Fleet Management web portal, click Agents > Fleet Agents.

Click the Fleet Agent name.

In the Status section, click Generate activate code.

Copy the activation code.

Launch the Fleet Agent on a web browser, and then enter the activation code.
Click Continue > Activate Agent.
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Fleet Agent

Fleet Agent Activation

Activation Code

Use proxy settings

Note: Once the Fleet Agent has been reactivated, you must initiate the Discover &
Enroll Printers task from the Cloud Fleet Management portal. This restores the data
collection and printer management functions of the Fleet Agent.

Deleting a Fleet Agent

If a Fleet Agent installation is no longer required at a customer location, it must be deleted.
Deleting a Fleet Agent removes the Fleet Agent definition from the Cloud Fleet
Management portal. It also unenrolls any printers associated with the deleted Fleet Agent,
and deletes any data associated with those printers. The Fleet Agent executable running in
the customer’s environment will not be uninstalled. You must uninstall the Fleet Agent
executable manually.

1. From the Fleet Management web portal, click Agents > Fleet Agents.
2. Click the Fleet Agent name.
3. Click More > Delete Agent.

b Lexmark Fleet Manogement

Printers Configurations -

Salect Orgonizotion: Coret Office Sup. Agents » Flest Agentl

Fleet Agent 1

# Edit Agent || ® Discover & Enroll Printers || Instollation Packoge ~ | | More -

refresh oll printer information

Status
Deactivate Agent
Agent status S Communicating
Lost communicated 6/13/2022, 2:38:34 PM Delete Agent
Activation Activated - 5/19/2022, 11:56:13 AM

4. Click Continue.
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Delete Agent

=

Notes

» Adeleted Fleet Agent cannot be restored.

* A new Fleet Agent definition must be created. Once created, a new activation code
for the definition can be applied to the Fleet Agent executable, if it was not manually
uninstalled.

» For more information, see Installing a Fleet Agent on page 81.

Using the Printer Agent

Using a Printer Agent

Downloading the Printer Enroliment Tool

If you do not have a copy of the Printer Enrollment Tool (PET), download it from the Cloud
Fleet Management portal.

1. From the Fleet Management web portal, do one of the following:

o If some printers are already enrolled, then click Printers > Enroll Printer using >
Printer Agent > Download PET.
o If enrolling printers for the first time, then click Use Printer Agent > Download PET.
2. To accept the End User License Agreement (EULA) and download, click Accept and
Download.
3. Extract the compressed folder.

Using the Printer Enroliment Tool
1. Run the Printer Enrollment Tool launcher.

2. Log in using the same email address and password used to connect to the Cloud Fleet
Management portal.

Note: If a newer version of the PET is available, then you will be prompted to
download it.
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Update Available

A new version of this tool has been released

Download New Version

3. If you manage multiple organizations, then select an organization, and then click Next.

4. Click 'n' on the upper-right corner of the page, and then configure the following:

o

Discover and enroll native agent-capable printers using—Determines whether
Native Agent-capable printers are enrolled using the Native Agent or Printer Agent.
Time out for Printer Discovery—Determines how long the PET waits for a response
to each network broadcast. The value can be increased to improve printer discovery in
slow networks.

Time out for Printer Enrollment—Determines how long the PET waits for the Printer
Agent to enroll the printer. The value can be increased to improve the printer
enrollment process of older printers.

Logging detail levels—Set the logging level to Detailed.

SNMP settings—The SNMP settings in the PET must match those of the printers to
be discovered.

Note: Printer discovery first occurs using mDNS, and then by Simple Network
Management Protocol (SNMP). If SNMP discovery is preferred, then mDNS
must be disabled on the printers.

sSettings x

General Settings
Digcover and enroll native agent-capable printers using

Printer agent -

Timeaut for printer discovery

Timegut Tor prnter enrgllment

= 300 -

I'!:x;'..-: Ty detail View current kog

Summary
O Detailed

SMMP Settings

Version 1/2c -

Community String

O 'public Cursbom value
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5. From the Discovery Type menu, select any of the following:

| B3 Prinser Encolimant Tool 27.0-T | Lexmark Cloud Services - ] b

p Lexmark

Crganization Selection Printer Discovery

Caret Office Supply

Discovery Type

Search local network =

Search local network

Advanced search

- Search local hetwork—Finds all printers on your local subnet. Use this method if you
have several printers on the subnet but you do not know their network
parameters. This method may take several minutes to locate complete.

- Advanced search—Lets you refine the search by specifying network parameters to
find printers. Use this method if you have a small number of printers or if the network
parameters of the printers are known. This method is usually faster than the Search
local network method.

The following are the network parameters:

= Specific IP address

= Subnet

= Range

= Fully qualified domain name (FQDN)

Notes
> To discover printers successfully, make sure that mDNS is enabled on the
printer or that the SNMP configurations of the PET and the printers match.
= Printers in the Eligible to Enroll tab can be enrolled with the Native Agent if
their agent type is set to Native.

Eligible e Enrall (2) Enrolled (0) Unsupported (0)
Address & Model Serial Number Agent Type Infe
PL168 86 22 Lewmark €57 25 502855101007 Matme i ]
192.168.86.2¢ Lexmark MX410de FO15207 200004 Printer 1]

6. Select one or more printers to enroll, and then click Enroll Printers.
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Note: The selected printers do not have to be of the same agent type. Each selected
printer is enrolled using the indicated agent type.

7. If necessary, log in to access the printer Embedded Web Server, and then click Apply
Credentials. Otherwise, click Skip This Step.

Notes

o When using a Native Agent or Printer Agent and a Fleet Agent, or multiple
Fleet Agents within the same organization, care must taken while defining the
Printer Discovery settings. Only one agent can manage a printer. If
overlapping Printer Discovery criteria exist, then printers may not be managed
by the intended agent.

o The enrollment process may take several minutes to complete.

o After successful enroliment, wait several minutes for the printers to appear in
the Cloud Fleet Management printers list.

o When a printer is enrolled using the Printer Agent, the PET installs an
embedded (eSF) application, called the Printer Configuration Agent (PCA), on
the printer. The PCA is the communications path between the printer and the
cloud.

Verifying the printer enroliment status

After running the PET to enroll printers, do the following to verify that an enrolled printer
can communicate with Cloud Fleet Management. For more information on troubleshooting,
see "Fleet Management troubleshooting” group in Lexmark Cloud Services Administrator's

Guide.
» Check for printer enrollment failures in the PET.

o For security-related failures, re-enroll printers using the correct security credentials.

Address Model Seriol Humber Agent Version
o The Printer Configunation Agent faded 1o enrgll

= The printes's secunty settings may be praventing the Printes Configurotion Agent from installing

o If the printer date and time are not correct, then an error message appears.

Address Maodel Serial Number
L The Printer Configuration Agent failed to enroll

« The Printer Configuration Agent failed to enrcll due to incorrect time on the printer

o Make sure that the printer firmware is at least at the minimum recommended level.
 Verify that embedded applications appear on the printer Embedded Web Server (EWS)
application page.

o If no applications appear, then power cycle the printer.
o If the issue persists, then re-enroll the printer.
 Verify that the PCA embedded application is enabled or running on the printer. If the PCA is
disabled or stopped, then enable or start it.
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 Verify that the PCA application status is enrolled.

o Open the Printer Configuration Agent application from the printer EWS. If the PCA
status is unenrolled, then re-enroll the printer.

» Lexmark Printer Configuration Agent

Status Printer is currently unenrolled

o Click Test Agent Connection to verify that the network and credential settings are
correct.

Verifying the connection status after placing the printer in service

Do the following to verify the Cloud Fleet Management connection status of a printer after
it is placed in service or its network environment is changed. For more troubleshooting
information, see "Fleet Management troubleshooting” group in Lexmark Cloud Services
Administrator's Guide.

» Click Test Agent Connection to verify that the network and credential settings are correct.
* On e-Task v5 or later printers, do the following:

o When editing contacts in the printer address book, do not modify or delete the
Lexmark PCA_User entry.
> When importing or applying the contactmanager.xml file, edit the contactmanager.xml
file to set <addressbook clear="false">.
« On the Cloud Fleet Management portal Printers page, do the following:

o Verify that the printer is listed. If it is not, then re-enroll the printer.
o Check the communication status of the printer.

= If it is Communicating, then verify communications by going to the Printer Details
page clicking Refresh Printer Information, and then checking the status in
Task History.

IP Address Serial Number Communication Status
S 102156885622 028551010077 Communicating

& 100957195 7550020008138 Mot COMMUNICOTING

® 01942057 73eA541010028 Agent needs cradentiols
O 107194 2053 TA2TON3000822 Agent not communicating

= If it is Not communicating, then do the following:

= Verify that the printer is in service and has network connectivity. Open the
Printer Configuration Agent application from the EWS, and then click Test
Agent Connection to verify that the network and credential settings are
correct.

95



Rollout Guide

= Verify that the printer is in service in this organization. If the printer that
you are enrolling was previously enrolled in another organization, then its
Communication status will be Not communicating in the previous
organization. To prevent this scenario, unenroll printers that are being
moved to a new organization.

= Re-enroll the printer, in any of the following cases:

= The application status of the PCA is unenrolled.
= The printer security login has changed since the printer was
enrolled.
= The Lexmark_PCA_User account has been madified in any e-Task
v5 or later printers.
= The printer DHCP/DNS configuration has changed or does not
match the customer’s environment.
= The printer date and time settings are not correct.
= If a firewall is being used, then verify that the appropriate Lexmark Cloud
Services URLs have been added to the Allow List. For more information,
see "Deployment readiness checklist" in Lexmark Cloud Services
Administrator's Guide.
o If “Agent needs credentials” appears, then the agent is communicating with Cloud
Fleet Management, but administrator credentials have been applied to the printers
after enrollment. A lock symbol appears in front of the IP addresses of these printers.

You can apply credentials from the Cloud Fleet Management portal. For more
information, see "Managing enrolled printers" group in Lexmark Cloud Services
Administrator's Guide. You can also apply credentials by opening the Printer
Configuration Agent eSF application and then clicking Update Credentials.

o |If “gent not communicating” appears, then the Fleet Agent associated with the printer
is no longer communicating with Cloud Fleet Management. Verify that the Fleet Agent
is still running and that it has a constant Internet connection.

If a firewall is being used, then verify that the appropriate Lexmark Cloud Services
URLSs have been added to the Allow List. For more information, see "Deployment
readiness checklist" in Lexmark Cloud Services Administrator's Guide.

Setting the correct date and time

The printer date and time must be set correctly to avoid failures in printer enrollment or in
the processing of Cloud Fleet Management tasks. If it is not set correctly, then printer
enrollment or the processing of Cloud Fleet Management tasks may fail. It is best to
configure the printer’s date and time by enabling the use of a Network Time Protocol (NTP)
server. NTP servers are usually available from domain servers. Publicly available NTP
servers can be found through an internet search.

If the printer’s date and time are not correct when it is enrolled, then the printer’s date and
time will be set to the date and time of the Printer Enrollment Tool (PET) workstation if:

* The Enable NTP is not selected
* The Enable NTP is selected and the NTP Server address is blank
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Setings = Device > Date and Time
Date and Time

Configure
Metwork Time Protocol

Enable NTP M

NTP Server

Enable Authentication | Mone L

Managing user accounts and printer permissions

To use and manage the Printer Agent, you must set the function access controls (FACs)
and maintain an administrator account on the current-generation Lexmark printers. When
referring to the Printer Agent on printers, the printers can be Secured or Open.

e-Task version 5 or later printers

Printers with e-Task version 5 or later have a dark control panel background.

Eco-Settings Print Release

Secured Printers

If access to the Embedded Web Server (EWS) is protected, then provide the credentials in
the Printer Enrollment Tool during enrollment.

The following permissions must be enabled in either the Public or All Users permissions
groups to avoid a failed enrollment.

Access Control menu section Access control to enable

Administration Menus Security Menu
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Access Control menu section Access control to enable
Device Management Remote Management

Open Printers

If access to the Embedded Web Server is not protected, then the following permissions
must be enabled in the Public permissions group to avoid a failed enroliment.

Access Control menu section Access control to enable
Administration Menus Security Menu
Device Management Remote Management
Settings > Security
Security

Login Methods

Public

Manage Permissions

Local Accounts

Manage Groups/Permissions

User Name/Password Accounts
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Access Controls

[®) [ Function Access
[=] Administrative Menus
Security Menu
[ NehworkiPorts Menu
(] Paper Menu
L] Reports Menu
[] Function Configuration Menus
[] Supplies Menu
[} Option Card Menu
[ ] SE Menu
Device Menu
=] Device Management
Remote Management
Fimmware Updates
Apps Configuration
Import / Export All Seftings
Qut of Service Erase
Embeddad Web Server Access
Cloud Services Enroliment

# (] Apps

U00000>

Lexmark PCA _ User account

When the Printer Configuration Agent (PCA) eSF application is installed on an e-Task
version 5 or later printer, a Lexmark_PCA_User account and an administrator group are
created. This account is used to process requests from Cloud Fleet Management.

Settngs = Secundy i
User Name/Password Accounts
=) Page 111 B
| Name User Name E-mail Groups
Lexnark_PCA_Lhse AN Users, Admin
Disgisy| 10 < Page 1 &

Note: The Lexmark _PCA_User account and the administrator group must not be
changed or modified. Changing them after enroliment prevents the printer from
processing Cloud Fleet Management requests.

If any of the following actions occur after the printer is enrolled, then Cloud Fleet
Management functionality may be lost. To restore Cloud Fleet Management functionality
without reenrolling the printer, do the following resolution actions:
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Action

Lexmark_PCA_User account has been
deleted.

Lexmark_PCA_User account name has
been changed.

Lexmark_PCA_User account password has
been changed.

Administrator group has been deleted.

Administrator group permissions have been
changed.

Lexmark_PCA_User account removed from
the administrator group.

Resolution

1. Recreate the Lexmark PCA_ User
account.

Open the Printer Configuration Agent
application.

Click Update Credentials, and then
enter the credentials of an existing
administrator account on the printer.

2.

3.

Click Update Credentials, and then enter
the credentials of an existing administrator
account on the printer.

Open the Printer Configuration Agent
application.

Click Test Agent Connection.

Click Update Credentials, and then
enter the credentials of an existing
administrator account on the printer.

wn

Recreate the administrator group with
all permissions enabled.

Assign the recreated administrator
group with the Lexmark PCA_User
account.

Re-enable all permissions under the
administrator group.

Reassign the Lexmark_PCA_User to the
administrator group.

e-Task version 4 or earlier printers

Printers with e-Task version or earlier have a light gray control panel background.
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192.168.86.38 12:10 PM 10-21-2022

Loaout @@ [ L,

Secured Printers

If a Basic Security Setup template has been applied, then provide the credentials in the
Printer Enrollment Tool during the device enroliment process. If this protection was applied
or modified after the printer was initially enrolled, then the printer will not process requests
from Cloud Fleet Management. For more information, see "Managing enrolled printers"
group in Lexmark Cloud Services Administrator's Guide.

Security Setup
Bumsat Socumty Sotup

U thir Basic Sequrty Setop 10 md B000ss b0 T Confgurston mends v Bv oporstor paned and e emibedded web sonve
Appiying this Setup may ovenaTite 3 previows configoraio.

Maghontdaton Typs Paswicd -

Pasywoed P Raegiy 1 128 charsdbis
ariae [Posswoed _ §

Fin-arfer prssont Lisr B0 and passaced |

The following access controls must be set to either the Basic Security Setup template or
No Security.

e-Task version Access Controls menu Access control

e3 and e4 Administration menus Service Engineer Menus
Remotely

e3and e4 Management Remote Management

e3 and e4 Management Firmware Updates

ed Management Configuration File Import /
Export

Open Printers

If access to the Embedded Web Server is not protected, then the following access controls
must be set to No Security to avoid a failed enrollment.
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e-Task version Access Controls menu Access control

e3and e4 Administration menus Service Engineer Menus
Remotely

e3 and e4 Management Remote Management

e3 and e4 Management Firmware Updates

ed Management Configuration File Import /
Export

Using the Local Agent

Using a Local Agent

The Local Agent is a Fleet Management agent for managing USB-connected printers that
otherwise do not have a means of communicating directly with Cloud Fleet

Management. For more information on the Fleet Management Agents, see Selecting an
agent on page 59.

Note: The Local Agent supports Windows 64-bit and Windows 32-bit operating
systems only

To use a Local Agent, do the following:

Download the Local Agent
Obtain an activation code
Install the Local Agent
Activate the Local Agent

Downloading the Local Agent

1. From the Fleet Management web portal, click Agents > Local Agents > Download Local
Agent or Download Agent.
2. In the Download Local Agent window, select the installer package type.
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Download Local Agent X

Downlood a local agent installation package and then install it on o computer with
UsB-attached printers to enroll them
Select install package type

Windows xé4 installer -

An activation code is required for using locol agents

Generate activation code

Mumber of activations supported for this code

- 1+

Once generated, you can view the activation code by se ecting the Activation

Code button on the toolbar of the Local Agents wh
Cancel Download Agent

Note: You can select the Windows x64 or x86 installer package.
3. Select Generate activation code.

Notes
> The activation code is valid for 72 hours. If you are going to install the Local
Agent before the activation code expires, then generate the code now.
> You can set the number of agents to be activated by the code.
o If the code expires before activating the agent, then generate a new activation
code. From the Fleet Management portal, click Agents > Local Agents >
Activation Code > Generate activation code.

4. Click Download Agent.
5. Accept and download the End-User License Agreement (EULA).

Note: The Local Agent installation files and activation code can be reused up to the
number of activations specified when the activation code was generated. After the
specified number of activations, the code is no longer valid, to prevent using it on
more workstations than intended.

Downloading the Local Agent again
If the Local Agent is downloaded while a valid activation code exists, then the activation
code appears when the Local Agent installation package is downloaded. The time
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remaining until the activation code expires and the number of activations remaining are
shown. Click Download Agent to download the installation package.

Download Local Agent

Download o locol agent installation pockage ond then install it on o computer with
UsB-attached printers 1o enrgll them
select insiall pockoge type

| Windows xa4 installer

Use the following code to octivate locol agents

DéaTfaf-2eae-447a-8009-40fa225e8864 [
Enguired: 1 oy 20 et
O Sothetion mmainng

You con ¢lso view the activation code by selecting the Activation Cogde Button on the
toolbor of the Locol Agents tob

Concel Download Agent

Obtaining the activation code

To use the Local Agent, you need an activation code. An activation code can be generated
when the Local Agent installer is downloaded. For more information, see Downloading the
Local Agent on page 102. You can also obtain the activation code by doing the following:

1. From the Fleet Management web portal, click Agents > Local Agents > Activation Code >
Generate activation code.

There are no local agents.

A local agent is an application configured and installed on a computer
system that has USB-attached printers. It enrolls locally-attached
Lexmark or another manufacturer's printers to LCS. It also acts as the
communication channel between the printers and the cloud.

Generate activation code

2. In the Generate activation code window, set the number of agents to be activated by the
code.
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Cenerate adtivation code X

[ o | commcon

3. Click Generate Code.

If a valid activation code already exists, then you can view it by clicking the Activation Code
menu.

Fleet Agents Printer Agents Mative Agents Local Agent

There are no local agents.

A local agent is an application configured and installed on a compute
system that has USB-attached printers. It enrolls locally-attached
Lexmark or another manufacturer's printers to LCS. It also acts as the
communication channel between the printers and the cloud.

oomeosiootgen

Local ogent OCthvaien (ode

O6a7fa0f-2eae-447a-80b8-49fa22528864
Eupiiés: 2 doys 23 howrs

1010 ectivetions remaining

Copy activation code

Update number of supported activations

Expire octivation code

4. Click Copy activation code

Note: The time and the number of remaining activations for which the code is valid
are shown.

Managing the activation code

If a valid activation code already exists, then you can view it by expanding the Activation
Code menu.
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Fleet Agents Printer Agents Mative Agents Local Agent

There are no local agents.

A local agent is an application configured and instolled on a compute
system that has USB-attached printers. It enrolls locally-attached
Lexmark or another manufacturer's printers to LCS. It also acts as the
communication channel between the printers and the cloud.

pedioad osol Age

Locol ogent octivalion code
O8aT7fa0f-2eae-447a-80b9-49fa225e8864
Expires: 2 days 23 hoans

1010 oetivations remaining

Copy activation code

Update number of supported activations

Expire activation code

Updating the nhumber of activations allowed

The Local Agent installation files and activation code can be reused up to the number of
activations specified when the code was generated. After the specified number of
activations, the code is no longer valid. To increase the number of allowed activations for a
valid activation code, do the following:

1. From the Fleet Management web portal, click Agents > Local Agents > Activation Code >
Update the number of supported activations.

2. In the Update the number of supported activations window, set the number.

3. Click Update Activations.

Update number of supported activations X

Increase the number of activations for this code. This will not change the expiration
time of the code

Mumber of activations suppaorted for this code

10 +
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Note: If an activation code has expired, then you must generate a new one. You
cannot increase the activations allowed for an expired activation code. Activation
codes are valid for up to 72 hours.

Invalidating an activation code
If you no longer need a valid activation code, then you can force its expiration.

1. From the Fleet Management web portal, click Agents > Local Agents > Activation Code >
Expire activation code.
2. In the Expire activation code window, click Expire Code.

Expire activation code b

. 4 " [Tt { . Fm i o r 14 e reT sl ima it o - 4
An expired actvotion code connol be used 1o octivate local agents. You will need to

generate another code for new adtivations

o axgine this set

LA YO VWRNA RO e pane TN0s QUTROTRON COChe

=

Installing and activating a Local Agent

The Local Agent is designed to be installed on a Windows 64-bit or Windows 32-bit
operating system. The downloaded Local Agent package must be extracted before it can
be installed and then activated.

Installing the agent manually

To manually install the Local Agent, execute the Local Agent msi file. Follow the on-screen
prompts. After the installation has completed, the Local Agent must be activated.

Note: The Local Agent msi file must be executed from the same folder as the
configuration .ini files.

1. Run the Local Agent MSI file.
2. Follow the instructions on the computer screen.
Activating the agent manually

1. To manually activate the Local Agent, find and open the Lexmark Local Agent entry in the
Windows menu.

- Lexmark Local Agent

B  Lexmark Local Agent

2. Enter the activation code, and then click Activate Agent.
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| = PRSP i

Activate Local Agent
Lexmark Cloud Services

ALTIDON SO

0887100t 2000-44Ta-B0b9-451022508554

Actymte Agent Cancel

The following message appears

[ Lenrmars Lol Agena 2 |

US-CD9J2J3

Local Agent

Status
Activation status Activated - Tue Nov B 14:28:34 2022
Communication status & Communicating

Identification

Organization Caret Office Supply
Agent 1D UsS-CD9J2J3
Version 2.3.5.0

If the activation of the Local Agent fails, then the following message appears:

[ - [ — "
Activate Local Agent
Lexmark Cloud Services

| Actvason code

[
EaTTO00b-85e 24842 -bab 742508 1242440

@ Irvvaiid or mxpired activation code, Compct your sysiem sdminisiator for o new code.

Astdid Agont | Cancal

Make sure that the activation code is correct, or generate a hew activation code.

Activating the agent during installation

You can configure the Local Agent to automatically activate during installation by adding
the activation code to the LocalAgentConfig.ini file.

1. Unzip the installation package.
2. Open the LocalAgentConfig.ini file in a text editor.
3. Under the [IOT_HUB] block, add the CS_ACTIVATION_CODE parameter.
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4. Enter the activation code generated from Lexmark Cloud Services as the value of the
parameter.

Sample code:

[I0T_HUB]
CS_ACTIVATION_CODE=ab23ftcd-12dt-edte-123hdtdk-ttrbd

5. Save the LocalAgentConfig.inifile.
6. Run the Local Agent MSI file.

Notes

» The Local Agent msi file must be executed from the same folder as the configuration
ini files.

« If the activation code has expired, or was incorrectly copied into the
LocalAgentConfig.ini file, then the Local Agent is installed, but is not activated. To
verify the activation status of the Local Agent, click Agents > Local Agents.

Managing an installed Local Agent

Managing Local Agents includes the following:
¢ Updating the Local Agent version. For more information, see "Updating the Local Agent"
topic in Lexmark Cloud Services Administrator's Guide.
+ Editing the configuration of Local Agents or deactivating or deleting a Local Agent. For more

information, see "Editing the Local Agent" topic in Lexmark Cloud Services Administrator's
Guide.

Editing the configurations of a Local Agent
Local Agents have two configurable parameters:
* Log level—Must be set to Detailed. Detailed logs provide information on errors, warnings,
and debugging.
* Polling Interval—How often the Local Agent reports printer data back to the Fleet

Management services. The default value is 180 minutes.

Edit Local Agent

Editing the Local Agents

1. From the Fleet Management web portal, click Agents > Local Agents.
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2. Do either of the following:

o To edit a single Local Agent, click the name of the Local Agent, and then click Edit
Agent.

L | 1 e e i A
¢t Organization: Car A

Select Org Agents > US-CDRJ2I3
US-CD9J2J3

# Edit Agent & Deactivate Agent m Delete Agent

o To edit multiple Local Agents at the same time, select multiple Local Agents, and then
click Edit Settings.

Note: The Edit Local Agent window shows that Log level is set to Detailed
and Polling Interval is set to 300. These changes are automatically applied
regardless of the current settings of the selected Local Agents.

Deactivating a Local Agent

To stop the Local Agent from collecting and reporting printer information to the Fleet
Management services, you can deactivate it. After reactivating a Local Agent, you can
reactivate it only by applying a valid activation code.

1. From the Fleet Management web portal, click Agents > Local Agents.

2. Click the name of the Local Agent.
3. Click Deactivate Agent.

Cal - - s - “O i
Select Organization: Car Agents > US-CDRJ213

US-CD9J2J3

# Edit Agent & Deactivate Agent & Delete Agent

4. Click Deactivate Agent.
Deleting a Local Agent

If a Local Agent is no longer needed, then it can be deleted from the Fleet Management
portal. All information related to the agent is deleted.

1. From the Fleet Management web portal, click Agents > Local Agents.
2. Click the name of the Local Agent.
3. To delete a Local Agent, click Delete Agent.
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s idlaly T

US-CD9J2J3

Agents > US-CD?J2)3

# Edit Agent | & Deactivate Agent B Delete Agent

4. Click Delete Agent.

Note: Deleting a Local Agent in the Fleet Management portal does not uninstall the
Local Agent application installed on the workstation.

| Deploy applications and configure your printers
Deploying file using configurations
Using configurations

You can deploy configurations to update managed printers from within the Fleet
Management portal. A configuration can contain one or more of the following categories:

¢ Printer firmware
« eSF applications
* Printer settings files

You can deploy configurations to one or more printers in a single action. Fleet
Management services determine the correct version of firmware or eSF applications to
deploy to each printer.

Deploy configuration in the following order:

e Firmware
« Applications, in the same order that they appear in the configuration.
+ Settings files, in the same order that they appear in the configuration.

Creating a configuration

1. From the Fleet Management portal, do either of the following:

o Click Printers > Configure > Create Configuration.
> Click Configurations > Configurations > Create.
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b Lexmark Fleet Monagement

Printers Agents
Selact Ongonization: Canet . Prifiars Configurations
Printers Resource Library

2. In the Create Configuration page, type a unique name and description.

b Lexmark Fleet Monogement e B 2

Printers Agents Configurations -

Sefect Ovgonizatio Configurations » Crsate Configueotion

Create Configuration

General
Noame

Description (optional)
[

Settings

Firmware Apps Printer Settings
Recommended Firmware
Update all models 1o the recommended famware version

Other Firmware

MOITE: [achudineg coher Drmaare well cosrids the meearmeadad frmaore For sumeersed

& £ . WONE IO SUSEsrTed Mok

+ Select Firmare T Uplood Firmware

baa oaher frrmamne salacted

Cregte Configuration

3. Select one or more of the following:
o Firmware

» The latest recommended Firmware versions
= Special version previously uploaded as a resource in Cloud Fleet Management
o Apps

» The latest version of the selected eSF applications
= Special version previously uploaded as a resource in Cloud Fleet Management
o Printer Setting Files
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= UCF or setting bundle files previously uploaded as a resource in Cloud Fleet
Management
4. Click Create Configuration.

Firmware

A configuration can be set up to deploy printer firmware. The firmware can be the latest
recommended versions or the selected versions, previously uploaded as a resource in
Cloud Fleet Management.

Notes
« |If the Recommended Firmware option is selected, the latest recommended version

available whenever the configuration is deployed, will be used.
» Firmware is deployed first, followed by apps and printer settings.

Recommended firmware

Select Update all models to the recommended firmware version to deploy the latest
recommended version of firmware version. This deploys the latest recommended version
whenever the configuration is deployed.

Settings

& Firmware Apps Printer Settings

Recommended Firmware

I Update cll models to the recommended firmware version

Other Firmware

+ Select Firmware T Upload Firmware

Mo other firmware selected

Other firmware

You can click Select Firmware to select a specific version from the Resource Library.
Once you select a specific firmware, it overrides Update all models to the recommended
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firmware version setting for models that use the specific firmware version. Multiple
firmware versions can be selected, but only one version per printer model is allowed.

Specific firmware can also be uploaded to the Resource Library and automatically selected
by clicking Upload Firmware, and then completing the form. For more information, see
Using Cloud Print Management clients on page 142.

Apps

A configuration can deploy eSF applications to printers. The applications deployed can be
standard eSF applications or the ones uploaded to the Resource Library.

Note: Apps are deployed after firmware and in the order that they appear in the
Apps list.

Select Apps

Settings

Firmware Apps Printer Settings

Select apps 1o include in the configuration

+ Select Apps | T Upload App

Mo opps selected

Click Select Apps to see eSF applications available for deployment

This list contains both the standard eSF applications, and those previously uploaded to the
Resource Library. You can select one or more applications from the list, and then click
Next to review your selection.

114



Rollout Guide

Select Apps X

Select one or more opps to odd to the ':l;-"!“_': UL

Q. F Cotegory = Tenal apgss seected: 1

| Aggernpdny Salticn
P Astarpbaigy e Loy

“E AreuRead Autamsate

j d Coptute ond Route

= Bar Code Discovery
ﬂ Toodd and Framda s
st Wi
= B50 Bumdle
a B Cdfgrongs

After reviewing the form, click Done.

Select Apps x

Include the following 2 apps in the configueation

Clawd Prine Mansgement L]

E Tegciing ond Aoooueting
1Y
_"ﬂﬂ_

Thiis solution enables customers 1o sffectnely monpge and monitor their

colument Sutput thetugh the Lexmork

Cuttomar Sugport i
Agowsibiny ond Lsobilny

Al UDRET TS (RSIT LSS Wath TR pRnteY Bo the dpaler from whom o vl
cagireally punthated o ba on intenol hedp desk | Informoten oon B emaied

& prire

coc [ oo | o

Upload Apps

An eSF application can be uploaded to the Resource Library and automatically selected by
clicking Upload Apps, and then completing the form. The application file selected must be
an .fls file. The uploaded application will be automatically added to the list of applications
included in the configuration. For more information, see Using Cloud Print Management
clients on page 142.
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Upload App x

Uploading an app will create an imported app resource in the Resource Library

Resource nome

Description {optional)

Choose an app file to upload into this resource. An app file typically hos o fis

SXTENSHON

Choose File | N

Cancel

Applications that have been uploaded to the Resource Library can be selected from the
Apps catalog. Apps from the Resource Library are shown with the category type of
Imported app.

App settings

eSF applications may have configurable settings that can be deployed with the application.
The settings available for each application can be viewed by clicking the arrow next to the
name of the eSF application. Edit the settings to fit your specific needs. Repeat this
process for each application in the configuration.
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Settings

Firmmwane * Apps Printer Settings

Select apps 1o include in the configuration

+ Select Apps | ¥ Upload App

= Customer Support o &

B Restore default settings
= Basic settings
E Expondall B Collopse ol

Display Customer Info
Optian 10 choote whather oF AOT pou want to show the customar contoct info an thi

v Customer information

Display Dealer Info
o O Do DEQG D WIHEDNEE OF Do OU WO [0 500 D OO COoNtoxT "'_. o Chg

SO RN

v Dealer information

Company Logo

Choose File N f
Use o PNGIGIFIIPG image with the dimensions of Th0xTS [ [y
¢ Advanced settings
v Cloud Print Managemdnt i

Printer Settings

A configuration can be used to deploy printer settings files. The settings file must be
uploaded to the Resource Library before they can be deployed.

Settings

Firmware ® ADps Printer Settings

Select printer settings 1o include in the configuration.

+ Select Settings | T Upload Settings

Mo settings selected
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Note: Settings will be deployed after firmware and apps, and in the order that they
appear in the list.
Select Settings

Settings files that have been previously uploaded to the Resource Library can be selected
by clicking Select Settings. To establish the proper settings for your needs, select one or
more setting files, and then click Select Settings.

Upload Settings

B P
Upload Settings "
Uploading settings will create o printer settings resource in the Besource Library
Hesource name
Description (optional)
Type
1
LICF file
settings bundle

A printer settings file can be uploaded to the Resource Library and automatically selected
by clicking Upload Settings and completing the form. The settings file must be a UCF or a
Setting Bundle file. The uploaded settings file is automatically added to the list of settings
files included in the configuration. For more information, see Using Cloud Print
Management clients on page 142.

Using a Resource Library

The Resource Library is a repository for your custom files that can be deployed to printers
as part of a configuration. Resource files consist of the following types:

* Firmware
e eSF applications
« Printer setting files

o Universal Configuration Files (UCF)
o Bundles

There are two ways to add items to the Resource Library:
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< Add files to the Resource Library for later use
» Add files to the Resource Library while creating a configuration

Adding files to the Resource Library

1. From the Fleet Management portal, click Configurations > Resource Library.

b Lexmark Fleet Management 7]
Printers Agents Configurations ~

Select Organization: Car Printers Configurations

Printers Resource Library

2. Click Create Resource or Create.

b Lexmork  Fhect Monogement

PRI Agents Conlagurations -

Sebet Cegonizotion 101 ¢ Retouoe Lbeory

Resource Library

There are currently no resources in the
library.

The resource library stores LICF Riles, Settings bundles, and specsahzed
firmware for vse in confgurations

Craate Resource

b Lexmark Fieot Manogement 7]
Printeds LY i;q:rnl':ip.p:m:mu -
Tebort Oigasizotien G Retarge Librory

Resource Library

+ Crecte T Type

Rpgeria hipms =238 ] Typs Ay L Loas Mogilpg
e e 7 Favmagr Ve o 4

A S UCE By Ted 153

: bt Vs . 61

£ gt O T IIB0TY, 154

gt o o E 2

i Vo ECTO2T B 04D

3. In the Create Resource window, do the following:
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Craate Resource

o Type a unique name and description.
> From the Type menu, select any of the following:

» UCF file—Files with a .ucf or .txt extension that contain printer or eSF
application settings. Click Choose File to browse to the UCF file.

Notes
= You can use UCF files to clone settings from one printer to
another or to define a standard configuration for printers.
= UCF files are the preferred method of deploying settings to
older-generation printers, with firmware versions beginning with
LW and LHS.

= Settings bundle—Settings bundle are files with a .zip extension that contains
printer or eSF application settings. You can click Choose File to browse for the
settings bundle.

Notes
= You can use Settings bundle files to clone settings from one
printer to another or to define a standard configuration for printers.
= Settings bundles are the preferred method of deploying settings to
the current-generation printers, with firmware versions beginning
with CS, CX, MS, and MX.

= Firmware—Special versions of printer firmware that you can be add as a
resource. Enter a specific firmware version, such as CSTAT.076.303, or a link
provided by the Lexmark Customer Support Center for a specific version, and
then click Verify. If the version or link is valid, then information about the
firmware version is shown. An error is shown if the requested firmware cannot
be found.
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URL link or build
CSTATOR.308
Build nanme CSTAT.OFS.308
Build type IEC
Build version 7.6.308
Models supported Lexmark C4150, Lexmark C5720, Lexmark

C5725, Lexmark C5727. Lexmark C5728

Cregte Resource

Note: If an error appears, then verify that the firmware version number,
or the link provided by Lexmark. If the error persists, then contact the
Lexmark Customer Support Center.

= Imported app—eSF applications that are not available in the standard Cloud
Fleet Management application catalog. These files have an .fls extension. Click
Choose File to browse for the esf application file. When a valid file has been
selected, information about the eSF application is shown. An error is shown if
the requested eSF application file is not valid.
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Type

[ Imperied app

il

Chooze an app file 10 vplood Into this resource. An cpp file typically has a fis
extension

Choose File | clovdAuvth_ed-5.6 3115 * ‘

Application Mome
Application Version
Minimum Bom Required

Models Supported

1185 M8

Cloud Authentication
5.6.31
300000 MB

Lexmark (105):

C2240, CA150, C4342, C4352, CH160, CP235,
Co622, C5720, C5725, C5727, C5728, C5730,
C57a5, C5820, C5827, C5920, 5921, C5923,
CH927, C5943, CX52, CX&22, Ché25, CHT25,
CX727, CX730. Cx735, CX820, CXB25, CXB2T,
CXB60, CXP20, ONF2, CXF22, CNF23, CXF24,
CXP27 CH928 CXO30, CXD31, CHP42, CXP43,
CXPa4, MI250, M5255, M5265, M5270,
MB2442, MB2544, MB2450, MB2TT0, MC2535,
MC2540, M5622, M5822, M5B24, M5824,
MX421, MX521, MX52Tade, MX521de, MX522,
MXE22, MY &22ade, MX622odhe, MXT21,
MAXT 22, MXTZ5, MXEZ2, MXB24, MXEZS,
MXT31, XC2235, XC2240, XC4140, XC4143,
XCA150, XC4153, XC4 240, XC4342, XC4352,
WCAI52, NCA153, MCR1SS, XCB140, XC8143,
XCP225, XCP23I5, XCP245, XCFI55, XCP245,
KCPILG, XCIII5, HCPLAS HCRASS, XCRLAS,
KMI242, XMT246, XMI250, XM5365, KMS3T0,
MMTIS5, XMT 265, XMTIT0, XMP335

Note: If an error appears, then verify that the name is correct and that
the file is an eSF application file. If the error persists, then contact the
Lexmark Customer Support Center.

4. Click Create Resource.

Iype

Imporied opp

e S S0 Fle 10 upssaa inna thif fedaieod AR S50 Tl typlaly ot a N
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Adding files to the Resource Library while creating a configuration

You can add files to the Resource Library while creating a configuration. For more

information on creating a configuration, see "Creating a configuration" topic in Lexmark
Cloud Services Administrator's Guide.

Adding firmware to a configuration and the Resource Library

1. From the Firmware tab on the Create Configuration page, click Settings > Upload
Firmware.

2. Type a unique name and description.

Upload Firmware X

i, i fesevt il
Lescnption (optional)

JEL ink or builld name

Upload Firmware

3. Enter a specific firmware version, such as CSTAT.076.303, or a link provided by the
Customer Support Center for a specific firmware version, and then click Verify.

Notes

o |f the version or link is valid, information about the firmware version is shown.
An error is shown if the requested firmware cannot be found.
o If an error appears, then verify that the firmware version number, or the link

provided by Lexmark, is entered correctly. If the error persists, then contact the
Lexmark Customer Support Center.

4. Click Upload Firmware.

Adding apps to a configuration and the Resource Library

1. From the Apps tab on the Create Configuration page, click Apps > Upload App.
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Settings

Firmware Apps Printer Settings

Select apps to include in the configuration.

+ Select Apps | T Upload App

Mo apps selected

2. Type a unique name and description.

Upload App 4

Uploading an app will create an imported app resource in the Besource Library,

Resource name

Description (optional)

Choose an app file to upload into this resource. An app file typically has a fls
extension

. Choose File _ )

Cancel

3. Click Choose File to browse to the esf application file.

Notes

> The file name must be an FLS file. The uploaded application is automatically
added to the list of applications included in the configuration.

> When a valid file has been selected, information about the eSF application is
shown. An error is shown if the requested eSF application file is not valid.

o If an error appears, then verify that the name is correct and that the file is an
eSF application file. If the error persists, then contact the Lexmark Customer
Support Center.
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4. Click Upload App.

Note: The eSF application is added to the current configuration and added to the

Resource Library. Applications that have been uploaded to the Resource Library can
be selected from the Apps catalog.

Select Apps

Select one or more apps to add to the configuration

Q.|| ¥ Category (2) ~

NOTE: Incompatible opps are not sel ACCESi-billt'}' and USUt}lllt'y’ (2) =
Capture and Route (13)
= AccuRead Automate Imported app 12) Wwto
e | Copture and Route O p
= woreInio Tools and Framewaork (3
Bundled Offerings {(3)
. AccuRead Mi:ungor o Caruritu and Anthanticratinn i T isee
imperine.ope Clear all P
Maore Info

O

Clowd Authentication 5.5.3 ” Cloud Authenti
Imported cpp @ Imported opp

Aimaas: Tk ki Ak
More Into nore Inig

Adding a settings file to a configuration and the Resource Library

1. From the Printer Settings tab on the Create Configuration page, click Printer Settings >
Upload Settings.

Settings

Firmiaare ® Apps Printer Settings

Select printer settings to include in the configuration.

+ Select Settings = T Upload Settings

Mo settings selected

2. From the Type menu, select UCF or Settings bundle.
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3. Click Upload Settings.

Note: You can use UCF files and Settings bundle files to clone settings from one
printer to another or to define a standard configuration for printers.

Deploying a configuration

You can apply a configuration to multiple printers simultaneously and then reuse it
anytime.

« After a configuration is deployed, it cannot be edited.

* When a configuration is deployed, it deploys the latest recommended versions of the
standard firmware and eSF applications that it contains.

* When a configuration is deployed, there is an implicit order of deployment to the printer.

o Firmware
o Applications, in the same order that they appear in the configuration
o Settings files, in the same order that they appear in the configuration

1. From the Fleet Management portal, click Printers > Configure > Deploy configuration.

b Lexmark Fleet Management

Printers Agents

Select Organizatic Printers

Printers

B Printer = M Configure ~ # Tags -

Deploy configuration

Create configuration

& 101as0] Manage configurations
]
B @ 101e412 Deploy apps and settings file
o
L~

19910 Start apps

% 1019910 Stop apps
& 10981 "
Uninstall apps d
€ 1921688
@ 192158

; ~| Update firmware

1 of @ nems selected

2. Choose the configuration to deploy, and then click Deploy configuration.
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Deploy Configuration X
Select a configuration to deploy to (1) selected printer

Customer Support =

DQ

Scan to HD
Cloud Connectors
SoCo

CPM - Badge and PIN
Deploy Configuration

Note: You can view the status of the deployment in the Tasks tab.

b Lexmark Fleet Management

Printers Agents Configurations =

Select Organization Stotws

Status

Currently Running Tasks (1)

1 roral iten

Task 1D  Type Details Started Status

12834330 Deploy configuration 1 printer FAE2022, 11:13:50 AM %

1total item B

Redeploying a configuration

Configurations can be redeployed as many times as needed. Each time it deploys the
latest recommended versions of the standard firmware and eSF applications that it
contains. Iltems added from the Resource Library retain their original version.
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Managing a configuration

p Lexmark Fleet Management

Printers Agents
Select Organization: Printers
Printers
@ Printer = it Configure ~ | 4 Togs -

@ torol items

IP Address

© 1018497 Create configuration

© 1018232 Monage configurations
S 1018402

@ 1009910

© 1019910

After creating configurations, you can edit, copy, or delete them, or set them as default
configurations.

Note: After deploying a configuration, it cannot be edited.

You can access the list of configurations by clicking Configurations > Configurations.
You can also access the list of configurations by clicking Printers > Configure > Manage
configurations.

Editing a configuration

Only configurations that have not been deployed can be edited. These configurations are
indicated by a No in the Deployed column.

1. From the Configurations page, click the name of the configuration.
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b Lexmark

Fleet Monagement

@ H 2

Printers Agents Configurations - Tasks -

Select Orgonizotion: . Configurations

Configurations

+ Create L) Copy W Delete @ Set as Default
Name Description Date Created Last Modified Deployed

Updote Firmware 7M13/2022,12:51:58... 713/2022.12:51:58... No
Customer Support &M15/2022 #5716 &15/2023, 5716 .., Yes
e 5/6/2022, 10:29:02 . 5/6/2022,10:29-02.. Yes
Scon to HD 5/4/2022, 10:41:25 . 5/4/2022.10-21:25 ... Yes
Cloud Connectors 2/24/2022, 8:058:1... | 2/24/2022 3:08:1 Yas

Note: If the name of a deployed configuration is clicked, an error message is shown.

€) This is a deployed configuration and cannot be modified.

2. Edit the configuration, and then click Save Changes.
Copying a configuration
1. To copy a configuration do one of the following.
o From the Configurations page, select a configuration, and then click Copy.

Fleet Monogement

@ H 2

b Lexmark

Printers Agents Configurations -

Setect Orgonizotion Configuatpns

Configurations L

+ Creote D Copy | W Delete | % Set o3 Defoulr

o Click the name of a deployed configuration, and then click Copy Configuration.
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b Lexmark Fleet Monogement

Printars .ﬂgﬂn i3

Selpt Organ oo Configurationts  Oulterner Susped

Customer Support

' 0 Thiz is o deployed configuration and cannat be modified

Copy Confagunotion

2. Type the name of the new configuration, and then click Copy Configuration.

Note: Selecting Edit configuration after copy opens the newly created configuration
in edit mode.

Copy Configuration

[t [ g

Note: Users with the Partner Administrator role can copy a configuration to any

organization under the channel partner’s parent organization by entering the name
of the destination organization.

Deleting a configuration

1. From the Configurations page, select one or more configurations.
2. Click Delete > Delete configuration.

£ Delete Configurations

Do you want to delete 2 configurations?

Delete Configurations

Setting or removing a default configuration

A configuration can be designated as a default configuration. A default configuration is
automatically deployed to newly enrolled printers.

Setting a default configuration
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1. From the Configurations page, select a configuration, and then click Set as Default.
2. Click Set as Default.

Set as Default Configuration

Mewly enrolled printers will autometically be assigned the selected configuration.
st st

Removing a default configuration

1. From the Configurations page, select a configuration, and then click Remove Default.
2. Click Remove Default.

Remove Default Configuration

This configuration will no longer be qutomatically deployed to printers newly

enrolled to this organization
Remove Default

Deploying files without using a configuration

Deploying a firmware
You can update firmware without including it in a configuration. Firmware can either be
updated now or you can schedule the update at a later time.

1. From the Fleet Management portal, in the Printers page, select one or more printers.
2. Click Configure > Update Firmware.
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B Printer =t Configure ~ | & Togs -

10f 5 items *:,eiedl Deploy configuration
| IP Address
© 1019910 Create configuration
g Manage configurations
[0 & w1991
E o924

Deploy apps ond settings file
S 192168

1of 5items SEIEC4 Start.opps
Stop apps
Uninstall apps 4

I Update firmware

3. In the Update Firmware window, select any of the following:
Update Firmware X

Update firmware to the latest recommended version for 1 printer.

When should the firmware update occur?

MNow -

specific dote and time

- Now—Sends an Update firmware task to the agent associated with each selected
printer. The latest recommended version of firmware is sent to each selected printer.

Update Firmware b

Update firrmware 1o the latest recommended version fior 1 Pringer

When should the firmwore updote ocw?

MW

Firmwware End User Licensa igl’i"-:'!"l’fi"n'.

Update Firmware

Note: This may adversely affect latency on your network.

o Specific date and time—Schedule the firmware updates in order to minimize network
latency and impact on your business operations.
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Update Firmware

Update firmware to the lotest recommended version far 1 printer,

When should the firmwere uvpdate occur?

| Specific date and time

Scheduled task name

A gescnplive name (o eas d this task on the schedule. &4 charocters moaximum
Start date

0414/2023 (m ]
Stort time Time zone

10:05 AM o] (UTC -4) America/MNew_York -
Task window

ha time window for g the task for all selected prince
Hours Minutes

1 - | © +

Range: 1- 23 hours Rarge: O = 59 minubes

Firmware End User License Agreement

The Update Firmware window shows date and time selection options. Firmware on the
selected printers are updated at the date and time specified. An Update firmware task
is sent to the agent associated with each selected printer at the date and time

specified. The latest recommended version of firmware is sent to each selected printer.
When should the firmware update occur?

This menu toggles the Update Firmware window between the Now and Specific date and

time options.

Scheduled task name

This field allows you to name the firmware update operation. This name is used to identify
the update task on the Schedule page.

b

Lexmark

Printers

Select Ongonizotion: A

Schedule

Agents

Schedule

Fleet Monogement

Configurations -

Status

Scheduyle
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You can make changes to a scheduled task before it starts by clicking on the name of the
task. You can also delete tasks that have not yet started by selecting them, and then clicking
Delete.

§  Lexmark  Fleet Monogement @ H A& &

Priedees Agonts Configracticns = Toks = Motifioticns =

Schedule

Schedoled Bk Tyee Dottty ot Tank wasdow &
- sty ¥ g Ll By b B L SR
] - “

Note: Once a scheduled task has started, it cannot be modified nor deleted.

Start date, Start time, and Time zone

These fields determine when the Firmware update task will start. The time zone field allows
you to regionalize the start time. This is helpful if the locations of your printers span multiple
time zones.

SOt oote
04/14/2023 |t:1
Stort time Time 20
10:08 AM | o (UTC -4) America/Mew York -

Task window

The task window parameters determine how much time will be allowed to update the
firmware on all the selected printers. They are used to set a time limit on the duration of the
updates to minimize the impact on your network. No firmware updates will be initiated after
the task window expires.

Task window

Hours Minutes

s
B
wy
L]
LF
L
=)
b
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Notes
o Any firmware update job that is not launched in the specified task window will
expire.
o If you are updating firmware for multiple printers, then make sure that the task
window is large enough.
o For a large number of printers, divide them into batches to further minimize the
network impact.

4. Click Update Firmware.
Deploying applications and settings

You can deploy printer applications and settings files to printers without having to create a
configuration.

Note: This deployment is for one time only and is not saved for reuse.

1. From the Fleet Management portal, in the Printers page, select one or more printers.
2. Click Configure > Deploy apps and settings file.

&= Printer - i {-:rnf:gure - & Togs ~

ems selen DEPJD".’ CG"'I'F'C_;UFC:{iO"'l

© 1019210 Creote configuration

Manage configurations
Deploy apps and settings file

_| Stort opps

AN
i
=
0
i
i
Ll
W

P
[#]

Stop opps

Uninstall opps L

Update firmware

3. In the Upload Files window, click Choose Files to browse for the application and settings file
or drag and drop the files onto the Upload Files window, and then click Done.
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Upload Files

e, 21 Wl or drag ond drop files here

| Customize your print environment

Cloud Print Management overview

Cloud Print Management lets you securely submit and release print jobs at an enabled
printer and then capture that activity in Analytics. There are several ways you can choose
to submit and release print jobs and any or all may be used in your organization. The
various ways of submitting and release print jobs are as follows:

* Print Release
e Hybrid Print Release
* Direct Print

Notes

 All methods require connectivity with Lexmark Cloud Services.
* All printers used with Cloud Print Management must be enrolled in Cloud Fleet
Management.

Print Release

Print Release lets you submit print jobs to Lexmark Cloud Services, where they are
securely stored while waiting to be printed. To print submitted jobs, log in at a printer
configured for Print Release and then select the jobs that you want to print. The printer
reports the job metrics to the Analytics services for your review and analysis.

Print jobs may be submitted using any of the following methods:

< Aclient application on the workstation

» Dragging-and-dropping in the Cloud Print Management portal

¢ A print extension added to the Google Chrome browser

« The Lexmark Print application for the iOS operating system software or the Android platform
* An e-mail sent to an address configured for your organization

136



Rollout Guide

Hybrid Print Release

When you print using Hybrid Print Release, a client application on their workstation
securely stores the print job on your workstation and then informs Lexmark Cloud Services
that a user has a hybrid print job ready to be released. When the user authenticates, and
selects their print job for release, the printer communicates directly with your workstation to
release the print job. The print job never leaves your organization’s network.

Note: Make sure that your workstation is online when retrieving the hybrid print job,
and that a client application is installed on each of your workstations.

Direct Print

Direct Print lets you submit print jobs directly to an administrator-designated,
network-connected printer using port 9100 through a client application on your
workstations. The print job never leaves your organization’s network. The print job never
leaves your organization’s network.

Using Cloud Print Management

Cloud Print Management roles

Roles must be based upon the users’ needs and job activities. Users who receive access
to a print release method must have at least one of the following roles:

» Users who will be submitting and releasing print jobs:

o For Print Release—Print Release Management User
o For Hybrid Print Release—Hybrid Print Management User
o For Direct Print—Direct Print Management User
» Users who will be administering the print environment for their organization:

o For Print Release—Print Release Management Administrator
o For Hybrid Print Release—Hybrid Print Management Administrator
o For Direct Print—Direct Print Management Administrator
» Users who need to review the print activity of their organization, but will not be administering
the print environment:

o For all print release methods—Print Release Management Reporting Analyst
» Channel Partners who can administer any of the print release methods in their customer’s
organization must be a member of a Child Organization Access Group that includes the
appropriate administrator role for the print release method:

o Before you can administer a print release method in one of your customer
organizations, it must be enabled in your organization.

For more information on user roles definition, see "Understanding roles" topic in Lexmark
Cloud Services Administrator's Guide.
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Assigning roles

User roles are managed from the Account Management portal. You can assign roles to
users in three ways:

« Assigned to an individual user—Requires assigning roles manually to each user.

» Assigned through group membership—Allows a set of roles to be given to users by
making them a member of a group. Users can be members of more than one group.

» Assigned as an organization role—Automatically assigns the organization roles to all
users in the organization.

Note: The assignment method depends on the needs of the organization. For more
information, see "Overview" topic in Lexmark Cloud Services Administrator's
Guide.

Understanding Cloud Print Management administrative options

Various Cloud Print Management features and functions can be tailored through the
Organizational Settings menu. From the Print Management portal, click Administration >
Organizational Settings.

» Lexmark Print Management e B 2

Print Gueue Delegaotes Administration -

Qrganizational Settings

Note: The user must have the Print Release Management Administrator role to
see and access the Administration menu. For more information, see "Configuring
organizational settings"” topic in Lexmark Cloud Services Administrator's Guide.
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Crrganizational Settings

General
B frcis st €t pogh

S et grr .
£ GOt Danti oF Qe
" o

Pring Job Retentisn

Print Job History
= 3

Universal Print Integration

ot i

Deploying the Cloud Print Management bundle

Before you can use Cloud Print Management to release print jobs, you must deploy the
Cloud Print Management eSF application bundle.

Creating a configuration for Cloud Print Management

The eSF applications that make up the Cloud Print Management bundle are deployed from
the Fleet Management portal by creating a configuration. For more information on creating
a configuration, see "Creating a configuration” topic in Lexmark Cloud Services
Administrator's Guide.
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Select Apps X

Select one or more apps t© add to the configuration

Q.|| ¥ Category ~ Total opps selected: 1

Cloud Print Management
Trocking and Accounting

Mare Info

Note: Only printers managed by Cloud Fleet Management can have the Cloud
Print Management bundle deployed from the Fleet Management portal.

Deploying a Cloud Print Management configuration

You can apply a configuration to multiple printers simultaneously and then reuse it
anytime.

1. From the Fleet Management portal, click the Printers tab.
2. Select one or more printers, and then click Configure > Deploy configuration.
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Lexmark Fleet Management

Printers Agents
Select Organizatio... Printers
Printers

B Printer = W Configure ~ 4 Tags -
Deploy configuration
1 of 9 items selec

IP Address
© 10184 9; Manage configurations

Create configuration

1018412
Deploy apps and settings file
1019210

4]

e 0 0 0
8
®
e

weeE Start apps

£ 101991 ston apps

@ 10790117 )
Uninstall apps k

© 192168 ¢
O 192148 5 .
z Update firmware
1 of @ nems selected
3. In the Deploy Configuration window, select the configuration, and then click Deploy
configuration.
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Deploy Configuration

select o configuration to deploy o (3) selected printers

Cloud Print Management

Customer Support
Device Usage |

Update Firmware

GF CPM

Cloud Auth

Deploy Configuration

Note: For more information on deploying a configuration, see "Deploying a
configuration” topic in Lexmark Cloud Services Administrator's Guide.

Using Cloud Print Management clients

To use Cloud Print Management, Hybrid Print Release, or Direct Print, you must install the
Lexmark Print Management Client (LPMC) client application on the users’ workstations.

Downloading a client package

You can download the LPMC from the Print Clients tab in the Print Management portal.

1. From the Print Management portal, click Print Clients.
2. In the Print Clients page, do the following:
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I Lexmark  Print Manogernent o M| _‘_: 2

Print Chueue I}f':d'_‘t}:ll.l_‘f- Print Job History Administrotion -

Select Orponizotio Priegt Clienis

Print Clients

SElect client
I Windows®

Select pockoge type
| Cloud Print Monogement
Pockoge contents
» Clowd Print Monogement
= lngeolles
o PLLNL drives

« Copabidlity 1o change settings ot the printer

PoThes At ed Itk T B e T 5 Bhe LS sridoft

Pred Erortes @ chber co T

o From the Select client menu, select any of the following:

Select client

Windows® -
macOS@®

Ubuntu

Chrome

105

Android™

= Windows®

* macOS®

= Ubuntu

= Chrome—The Cloud Print Management for Google Chrome™ extension on the
Chrome Web Store for use with the Google Chrome operating system and
Chrome browser

» i0S—The Lexmark Print application for iOS on the Apple App Store online store

= Android™ —Lexmark Print application for Android on Google Play™ store
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Note: If you select Chrome, iOS, or Android, then you are provided a link to
the external site for the Lexmark Cloud Services print client application.

o From the Select Package Type menu, select any of the following:

Note: You can download an LPMC package with default settings for Cloud
Print Management, Hybrid Print Release, or Direct Print. You can also create a
customized LPMC package by selecting the Custom Package option.

Select package type

Cloud Print Management v

Cloud Print Management

ybrid Print Management

Direct Print

Custom Package

Cloud Print Management

Hybrid Print Management

Direct Print

Custom Package

3. If you selected Cloud Print Management or Hybrid Print Management, then click Download
Client to download the package.

If you selected Custom Package, then you have to create a custom package.

Note: If you selected Direct Print, then see "Using Direct Print" topic in Lexmark
Cloud Services Administrator's Guide.

Creating a custom LPMC package

The Custom Package option lets you create an LPMC installation package that is suited to
your needs. To customize, you can do any of the following:

« Combine one or more submission types in a single package. A single package can include
Cloud Print Management, Hybrid Print Management, and Direct Print.

¢ Change global client settings.

e Select the print driver to install.

e Set an LPMC print queue as the default print queue on the workstation.
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Creote Custom Windows Package
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Once the custom package is ready, click Create > Download.

3 Create Custom Package

Your custom package is ready for downloading

Note: The package is a compressed file that must be extracted before installation.
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Installing Lexmark Print Management clients on workstations

After downloading default LPMC client applications, from the Client Download page, you
can install them on workstations. For custom packages, you must extract the downloaded
file before installing them. For more information on installing LPMC, see "Installing the
Lexmark Print Management Client" topic in Lexmark Cloud Services Administrator's
Guide.

Printing with Cloud Print Management

You can submit print jobs using the following ways:
¢ From your workstation
* From your print queue in the Print Management portal
* From your mobile device
Printing from your workstation
From your workstation, you can submit print jobs by doing one of the following:
» From a desktop application, select File > Print, and then select a Print Management queue.

» From the Google Chrome operating system or browser, select File > Print, and then select a
Print Management queue.

Note: To print from the Chrome operating system or browser, you must install the
Lexmark Cloud Print Management for Chrome extension. For more information, see
"Sending print jobs from the Chrome OS operating system" in Lexmark Cloud
Services Administrator's Guide.

» Using email

Note: Your organization must be configured to accept print jobs using email. For
more information, see "Sending print jobs using e-mail" topic in Lexmark Cloud
Services Administrator's Guide.

Submitting a print job in the Print Management portal
1. From the Print Management portal, click Print Queue > Upload File.

2. Drag and drop files in the Upload File window or click Choose Files to browse to the file you
want to print.

Upload Files

m:”::: ok
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3. Click Done.
Submitting a print job from your mobile device

* Print jobs can be submitted from devices running the iOS operating system software or the
Android platform. For more information, see "Mobile printing" group in Lexmark Cloud
Services Administrator's Guide.

Using Cloud Print Management with third-party printers

You can use Cloud Print Management with printers that do not support eSF applications,
including Lexmark printers that are not solutions-enabled and printers from third-party
manufacturers.

Cloud Print Management is enabled on these printers by using the ELATEC TCP3 adapter,
a device that connects between the customer’s network and the printer. It also provides a
USB connection for badge or card readers. The TCP3 adapter handles all user badge or
card authentication and passes the user’s print jobs from Lexmark’s Cloud Print
Management service to the printer. For more information, including limitations on using the
ELATEC TCP3 adapter, see "Printing jobs from third-party printers using Cloud Print
Management" topic in Lexmark Cloud Services Administrator's Guide.

Note: The Elatec TCP3 Adapter receives power either from an external 5Volt
power source or from an Ethernet connection that supports power over ethernet.
See the Technical Manual provided with the Elatec TCP3 for more details.
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Using Direct Print

Direct Print overview

Direct Print lets you submit print jobs directly to an administrator-designated,
network-connected printer using port 9100 through a client application on your
workstations. The print job never leaves your organization’s network.

Print jobs are sent using port 9100 by the Lexmark Print Management Client (LPMC)
directly to an administrator-designated, network-attached printer. When using the Direct
Print feature, print jobs never leave your organization’s local network. The LPMC reports
job metrics to Lexmark Cloud Services.

Enabling Direct Print

1. Enroll printers for Direct Print in Cloud Fleet Management and assign a tag to them. For
more information, see Assigning printers to Direct Print on page 149.

2. Enable Direct Print for the organization. For more information, see Enabling Direct Print on
page 149.

3. Create Direct Print assignments. For more information, see Creating Direct Print
assignments on page 150.

4. Download and install the Lexmark Print Management Client configured for Direct Print. For
more information, see Using Direct Print clients on page 156.

Notes

You must have the Direct Print Release Administrator role.

Connectivity with Lexmark Cloud Services is required.

A Direct Print configuration file must be applied when the LPMC is installed to enable
Direct Print functionality.

 Printers used by Direct Print must be enrolled in Cloud Fleet Management.

Printing with Direct Print
You can submit print jobs by clicking File > Print from desktop applications, and then
selecting a Direct Print queue.

Note: Using Direct Print to submit jobs is supported in desktops only, not in mobile
devices.

Direct Print roles

Users given access to the Direct Print feature of Cloud Print Management must have at
least one of the following roles based on tasks that they plan to perform:

» Users submitting and releasing print jobs using Direct Print must have the Direct Print
Management User role.

» Users managing Print Management for their organization must have the Direct Print
Management Administrator role.
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» Users generating organizational Cloud Print Management reports but do not have the Direct
Print Management Administrator role must have the Print Release Management
Reporting Analyst role.

» Channel partners who manage printers in their customers’ organizations must be members
of a Child Organization Access Group. The group must have the Direct Print Management
Administrator role assigned to it.

Notes
o Before a channel partner can administer Cloud Print Management in a
customer organization, you must enable Cloud Print Management in the
channel partner’s organization. For more information, see "Assigning roles"
group in Lexmark Cloud Services Administrator's Guide.
o For more information on roles, see "Understanding roles" topic in Lexmark
Cloud Services Administrator's Guide.

Assigning roles

User roles are managed from the Account Management portal. You can assign roles to the
users in the following ways:

» Assigned roles individually—Requires that assigning roles manually to each user.

» Assigned roles through groups—Allows a set of roles to be given to users by making
them a member of a group. Users can be members of more than one group.

 Inheritance through organization roles—Automatically assigns the organization roles to
all users in the organization.

The assignment method depends upon the needs of the organization. For more
information, see "Assigning roles" group in Lexmark Cloud Services Administrator's
Guide.

Assigning printers to Direct Print

Printers used with Direct Print must be enrolled in Fleet Management. Each printer must
also have at least one Fleet Management tag applied to it.

For more information on enrolling printers in Fleet Management, see "Enroll your printers"
chapter in Lexmark Cloud Services Administrator's Guide.

For more information on applying tags to printers, see the following:

» "Creating tags" topic in Lexmark Cloud Services Administrator's Guide
» "Assigning tags to printer" topic in Lexmark Cloud Services Administrator's Guide

Enabling Direct Print

Direct Print is enabled on the Print Management Organizational Settings page.

1. From the Print Management web portal, click Administration > Organizational Settings.
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b Lexmark Print Management (2] 2

Print Queuve Delegates Administration -

Organizational Settings

2. Select Enable direct print.
3. Select whether to use a cost center or a department.

[ Enoble direct print
Creames, adir ond delere direct pring assignmenss thar soeciy pringers to which o uzer may pring in this

L= ety Fraaly

Create direct print assignments vsing
O Cost center or personal
Deportment or personal

Notes

» The Direct Print assignment applies to all members of the designated cost center or
department. In either case, Direct Print assignments can also be applied to individual
users.

* You must have the Direct Print Release Administrator role to enable Direct Print.

» Users must have the Direct Print Release User role to use Direct Print.

» Cost centers and departments are defined and assigned to users in the Account
Management portal.

If Direct Print is enabled, then an additional menu item is available in the Administration
menu.

Print Management

Administration ~

Organizational Settings

Direct Print Assignments

Creating Direct Print assignments

1. From the Print Management web portal, click Administration > Direct Print Assignments.
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2. Depending on your requirement, select the Cost Center or Department or Personal tab,
and then click Create Assignment.

Direct Print Assignments

€ You can download a print client package for a direct print assignment from
the Print Clients page.

Cost Centers Personal

No direct print assignments for
cost centers.

A direct print assignment associates tagged printers to all
users in a specific cost center,

Cregte Assignment

Note: If there are existing Direct Print assignments, then the Direct Print
Assignments page shows them.
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Direct Print Assignments

ﬂ- You can download a print client package for a direct print assignment from
the Print Clients page.

Cost Centers Personal

+ Create Assignment ¥ Printer Tags -

1 total Item
Assignment Name Cost Centers Printer Togs
Durect Print by Cost Center CC549 Curect Print
1 total item e 5 - n

3. In the Create Direct Print Assignment window, do the following:

Note: The Direct Print assignment applies to all members of the designated cost
center or department. In either case, Direct Print assignments can also be applied to

individual users.

o Cost Center or Department assignments—Cost center and department
assignments are applied to all members of that cost center or department.
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Create Direct Print Assignment X

Assignment name

Cost center nome
Tags identifying printers this cost center may use for direct printing

Printers : 0

Cancel

Note: The Create Assignments forms are the same for cost centers and
departments.

» Assighment hame—Type a unique assignment name.

= Cost center name or Department name—Type the name of the cost center or
department that will be associated with this assignment. A list of possible
matches is shown as characters are entered.

Cost center nome

avs| |

g f

AUSITZN

Notes

= The cost center or department chosen must match one in the
Account Management portal. If the name entered does not match,
the caution symbol is shown before the name.

= You can apply only one cost center or department to a Direct Print
assignment.

= A cost center or department can only be associated with one
Direct Print Assignment.
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» Tags identifying printers this cost center may use for direct printing—
Printer tags are used to create the connection between a Direct Print
Assignment and one or more printers. Type the tag name to be associated with
this assignment. Multiple tags can be associated with a Direct Print
assignment. Select a tag name from the list, and then click Add.

Notes

= You can use only tags that were previously defined in the Fleet
Management portal.

= When a tag is added, tag names and the total number of printers
with the added tag names appear.

= You can associate an assignment to up to ten printers only. While
you can save an assignment with more than ten printers, you
cannot download a Print Client package associated with that
assignment.

o Personal—Apply assignments only to specific individuals.

Create Direct Print Assignment ¥

AsS gnment name

-mail addresses of registered users ta be included in this ossignment

1 m

yINg printers these users may use for direct prinung

e

Printers : 0

= Assighment hame—Type a unique assignment name.

» E-mail addresses of registered users to be included in this assignment—
Type the email address of an individual associated with this assignment. Multiple
individuals can be associated with the same Direct Print assignment.
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E-mail addresses of registered users to be included in this assignment

caretjim@outlook.com X

Note: Only users with the Direct Print Release User or Direct Print
Release Administrator User role are shown.

» Tags identifying printers these users may use for direct printing—Printer
tags are used to create the connection between a Direct Print Assignment and
one or more printers. Type the tag name to be associated with this assignment.
Multiple tags can be associated with a Direct Print assignment. Select a tag
name from the list, and then click Add.

Notes

= You can use only tags that were previously defined in the Fleet
Management portal.

= When a tag is added, tag names and the total number of printers
with the added tag names appear.

= You can associate an assignment to up to ten printers only. While
you can save an assignment with more than ten printers, you
cannot download a Print Client package associated with that
assignment.

4. Click Create Assignment.

Download Direct Print Client Package Error

If you include an assignment containing more than ten printers when creating a direct print
client package, then client package download fails. The Direct Print assignment that
contains more than ten printers must be modified to reduce the number of printers to ten or
less. The following error message is displayed when a download fails.

€ Unable to Download Direct Print Client Package

MNone of the selected assignments contain 1 to 10 printers so they are not eligible for
downloading ina client poackage

Verify the Direct Print assignments specify the correct printer tags. If the tags are

correct, then contact the Fleet Monagement administrator to verify the tags ore

assigned to the correct printers
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Using Direct Print clients

To use Direct Print, you must install a Direct Print—capable version of the Lexmark Print
Management Client (LPMC) on a user’s workstation.

Downloading a Direct Print client package

You can download the LPMC configured for Direct Print from the Print Clients tab in the
Print Management portal. You can create either a default Direct Print package or a Custom
Package.

b Lexmark print Management O = A =

Print QGueue Delegates Administration - Print Clients
Select Organizatio.. Print Clients

Print Clients

Select client

Windows® -

Select package type

Direct Print -

Cloud Print Management

Hybrid Print Management

Direct Print

Custom Package

« Direct Print—Creates an LPMC package that only supports Direct Print.

« Custom Package—Allows you to create an LMC package that supports Direct Print along
with Cloud Print Management, Hybrid Print Management, or both. For more information on
creating a customer client package, see Using Cloud Print Management clients on page 142.
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Notes

 Direct print is only available for the Windows operating system.
e The minimum LPMC version is 2.3.1145.0.
» The LPMC must be installed with a Direct Print configuration file for Direct Print to be

available to the user

Selecting a default Direct Print package

1. From the Print management portal, click Print Clients.
2. In the Print Clients page, do the following:

o From the Select client menu, select Windows®.
o From the Select Package Type menu, select Direct Print.

Select packoge type

Direct Print

Package contents
= Direct Print
Version: 2.3.1145

= |nstaller

3 odaT
mareinn T0 447

o PCLXL driver
Version: 3010

« Capability to change settings at the printer

Select one or more direct print assignments to include in the package.

Soelected assignments: 0 cost centers, 1 personals

Cost Centers Personal

1 of 1 items selected
Bl Assignment Name E-mail Printer Tags

Jim's caretjim@outiook.com Local Printer

1 of 1 items selected View 25 - |

Download Client

3. Select one or more Direct Print assignments, and then click Download Client.
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Note: The package is a compressed file that must be extracted before installation.

Creating a custom Direct Print package

You can create a Direct Print package that can include either Cloud Print Management or
Hybrid Print Management or both.

1. From the Print management portal, click Print Clients.
2. In the Print Clients page, do the following:

o From the Select client menu, select Windows®.
o From the Select Package Type menu, select Custom Package.

Select puckage type

Custom Package

Create and then download a custom package that includes

+ Global client settings

¢ Cloud Print Management and/or Hybrid Print Management and/or Direct Print
+ Print driver selection

« Defoult printer selection

3. Click Create Package.

Select Organization: Caret O Print Clients > Create Custom Windows Pa..

Create Custom Windows Package

4. Select any of the following:

o Enable Cloud Print Management
- Enable Hybrid Print Management
o Enable Direct Print
5. Select one or more Direct Print assignments, and then click Download Client.
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Direct Print

Cost Centers Personal

| Asshgnment Name E.mail Printer Togs

Note: The package is a compressed file that must be extracted before installation.

Installing Direct Print clients on workstations

After downloading default LPMC client applications, from the Client Download page, you
can install them on workstations. For custom packages, you must extract the downloaded
file before installing them.

For more information on the LPMC, see "Installing the Lexmark Print Management Client"
topic in Lexmark Cloud Services Administrator's Guide.

Printing with Direct Print

You can submit print jobs by clicking File > Print from desktop applications, and then
selecting a Direct Print queue. Using Direct Print to submit jobs is supported in desktops
only, not in mobile devices.

Using a secure login code

Using a secure login

User logins can be handled in various ways with Cloud Print Management. One method is
the use of a secure login code, a one-time authentication code that lets users log in to a
cloud-enabled printer. Secure login can be used when the badge or PIN login method is
not configured, or the user does not have a badge or PIN available. A new secure login
code must be obtained from Lexmark Cloud Services each time a user logs into a
cloud-enabled printer.
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Notes

» The secure is valid for 15 minutes.

» Secure login code is available when identity federation is used.

» A secure login code can be obtained from the Lexmark Cloud Services Print
Management web portal and from the Lexmark Print application on iOS or the
Android devices.

Setting up secure login

1. From the Account Management portal, click Organization > Printer Login Configuration.

Organization -

Organization Information
Organization Roles
Authentication Provider

Child Organizations

Printer Login Configuration

2. In the Printer Login Configuration page, select Standard authentication > Manual/secure
login. For more information, see "Configuring printer login" topic in Lexmark Cloud Services
Administrator's Guide.
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4 Lexmark Account Management

Organization = Users = Applications

Select Organization > Coret Office Supply * Printer Login Con...

Organization Printer Login Configuration

Printer Login Configuration

© Standard authentication

Select ot least one of the options below
Badge
PN

M Manual/secure login

Badge + PIN as second factor

Save Changes Discard Changes

3. Click Save Changes.

Obtaining a secure login code

You can obtain a secure login code in the following ways:

» From the My Account page in the Lexmark Cloud Services portal

» From the Lexmark Print application on a mobile device.

« From the web address: https://us.iss.lexmark.com/device for North America, and https://
eu.iss.lexmark.com/device for Europe.

User’s Data Center Value for <env>
European eu
North American us

From the My Account page

1. From the Lexmark Cloud Services portal, click your account name, and then click My
Account.
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b Lexmark Cioud Services Home (2] & Jim Caret -
My Account
My Dashboard - Log out

2. In the Printer Login section, click Generate Login Code.

B Printer Login

Login Method: Badges or Secure Login
Secure Login: Generate Login Code
Badges:
Last Used: May 12, 2022 10:06 AM
Last Registered: March 14, 2022 9:37 AM
Badges Registered: 1

Temporary: 0

Permanent: 1

3. Use the secure login code shown to login to a cloud-enabled printer.

Generate Login Code

Please enter the login code balow on the device w log in :

992-471

1500 muesles Fasan )

Note: A secure login code is only valid for 15 minutes. After 15 minutes, you can
obtain a new code by clicking Refresh Code.

From the Lexmark Print application

1. Open the Lexmark Print application on a mobile device.
2. Log in to the Lexmark Cloud Services portal.
3. Touch the Cloud icon at the bottom of the screen.
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m46 M B

b Lexmark | Print

Cloud Server
My Jobs
Mo jobs in queue

Sources Edit
| 6 .._‘
Carmiisra ‘ Photos ‘ Files

Wb

Cloud Server

Logged in

& Q D @& @ -

Hiart Find Device Slus Cleud Mee
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m4s B @

Login Code

Authentication

Enter the code on the printer
to log in.

051-884

Expires in: 14:53

REFRESH CODE

@ Q 9 @

Mo Find Darvice Staus Cland Mo

Notes
» A secure login code will be shown.

» A secure login code is only valid for 15 minutes. After 15 minutes, you can obtain a
new code by clicking Refresh Code.

From the web address

1. Open a web browser.
2. Go to: https://<env>.iss.lexmark.com/device.

User’s Data Center Value for <env>
European eu
North American us
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Note: To determine the value of <env> , see the address on the browser address
field when you log in to your Lexmark Cloud Services portal.

3. Use the secure login code shown to login to a cloud-enabled printer.

Note: A secure login code is only valid for 15 minutes. After 15 minutes, you can
obtain a new code by clicking Refresh Code.

Generate Login Code

Please enter the lagin code Below on the device 1o log in:

992-471

T, -
1500 fmiises ramaring

Using a secure login code

When secure login is enabled for an organization, the Secure Login icon will appear on the
control panel.

1. From the printer home screen, touch Secure Login.

2. Touch the Login Code prompt.
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Authentication

Enter Login Code

How to Get Code

3. Enter the secure login code, and then touch Log In.

Cancel

Note: For more information on obtaining secure login code, either touch How to
Get Code on the control panel or see Obtaining a secure login code on page 161.

Login Code Instructions

1. Scan the QR code, or go to:
https://eu.cloud.lexmark.com/
device

You can also open the Lexmark
Print mobile app and then tap Login
Code.

. On this screen, touch Next to enter
the login code.

ﬁ E-mail This

|D| Print This
=

166



Rollout Guide

| Using notification policies

Notification policies overview

Notification policies are a Fleet Management feature that lets the Fleet Management
Administrator send email notifications when certain conditions occur. You can set the
policies to send emails when toner is low or when a printer fails to communicate with
Lexmark Cloud Services. Notification policies are available for:

e Supplies
e Printer Information

Supplies policies

Generates an email when the toner level threshold has been met or exceeded. Multiple
supplies policies can be created with different threshold settings to provide notifications as
supplies are depleted.

Supplies policies are available for:

Toner
Maintenance Kit
Fuser
Photoconductors
Waste Toner Bottle
Transfer Module

Printer Information policies

Generates an email when a printer fails to communicate or report its data to Lexmark
Cloud Services after the interval threshold has been met or exceeded.

Printer Information policies are available for:

* Last data refreshed
e Last communicated

The following is an example of an email generated by a Notification Policy.
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7559040000075 [Caret Office Supply] : Toner Level Notification - Cyan

M Lexmark

Toner Level Notification - Cyan

Lexmark Cloud Services

Motification cetails

Asset tag:

Location;

Contact name:
Additional information:

Qrganization: Caret Office Supply

Problem: Toner Level

Motify at: Toner below or equal to 55 %
Status descniption:

Printer S/N: 7558040000075

Printer model: CX922de

1P address: 10.184.81.250

Supply S/ LEX00017003030012007049002255
Supply type: Cyan

Supply level: 44 %

Creating a Notification Policy

Creating a supplies policy

Supplies policies notify users by email when the toner level of their printers reaches a
specified percentage.

Note: You can create up to 50 supplies policies for an organization.

1. From the Fleet Management web portal, click Notifications > Notification Policies.
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b LE‘K!‘I‘]{]Fk Fleet Maonogement

Printers Agents Configuraticns - s Notifications -

Salact Orgonizoti Matification Palici, Notification Policies

Motification History

2. Click the Supplies tab.

Note: If there are existing supplies policies, then the Notification Palicies page
shows them.

3. On the Notification Policies page, click Create.
4. Configure the following:

Create Notification Policy

Policy nome
[

Palicy type

Applies 1o
O All printers in this organization
Only printers with specific togs
MNaotify the following e-mail addresses when the conditions of this policy ore met

Additional information 1o include in the e-mail nezificotion (Optional)

Include notifization data in o json file o3 an amachment

NOTE: There can be up 1o o 30 minutes delay before the palicy takes effect

o In the Policy name field, type the name of the policy.
The following characters are not allowed in a Policy Name:

>

FO H R A

= %
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[ ]
*

o+

- {}
" []
=\/
o In the Policy type menu, select a supplies option.
o In the “Notify when toner remaining is at” section, set the percentage at which the
notification is sent.
o In the Applies To section, select either of the following:

= All printers in this organization—Apply the policy to all printers in the
organization.

Applies to
O All printers in this organization
Only printers with specific tags

= Only printers with specific tags—Apply the policy to specific printers based on
the tags entered. For more information on tags, see "Creating tags" topic and
"Assigning tags to printers"” topic in Lexmark Cloud Services Administrator's
Guide.

Applies 1o
All printers in this orgonization
© Cnly printers with specific tags

Apply the policy to printers with the following tags

= In the “Apply the policy to printers with the following tags” field, type the
tags, and then click Add.

Note: You can apply up to 10 tags to a policy.

o In the “Notify the following e-mail addresses when the conditions of this policy are met”
field, type the recipient email addresses, and then click Add.

Notes
= You can type up to 10 email addresses.
= Make sure that the email address is valid.
= You can type an email address from outside your organization.
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o In the “Additional information to include in the e-mail notification (Optional)” field, type
any information that you want to appear in the email body. For example, printer
location or special access instructions.

Additional information to include in the @mail notificotion (Optional)

bed

o Select Include notification data in a .json file as an attachment to attach a JSON
file of the data associated with the notification.

Include notification data in a json file as an attachment

The following is an example of an email notification.
7559040000075 [Caret Office Supply] : Toner Level Notification - Cyan

Lexmark

Toner Level Notification - Cyan

Lexmark Cloud Services

Notification details

Asset tag:
Location:
Contact name:

Additional information;

Organization: Caret Office Supply
Problem: Toner Level
Notify at: Toner below or equal to 55 %

Status description:

Printer 5/N: 7558040000075

Printer model: CX922de

IP address: 10.184.81.250

Supply S/N: LEXO0017003020013007049002255
Supply type: Cyan

Supply level: 44 %

The following is an example of notification data in JSON format.
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(0130070490022

L
~

P

"' '-': "Cyan”,
: "Cyan Carcridge®,
! "Caret Office Supply™

Creating a printer information policy

Printer information policies notify users by email when a printer fails to communicate with
or report its data to Lexmark Cloud Services. Emails are sent after a specified time has
elapsed.

Note: You can create up to 50 policies.

1. From the Fleet Management web portal, click Notifications > Notification Policies.

b Lexmark Fleet Monogement e B 2

Printers Agents Configuraticns - Tasks - Motifications ~

Calact Orgonizoti Maotification Polici... Motification Policies

Motification History

2. Click Printer Information tab.

Notification Policies

Suppligs Printes Infodmation
+ Crecte T Policy Type -
O botol e
Poicy Name Polcy Type Togs Nonefy At E-emanl Addmsondl Brfarm.
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Note: If there are existing printer information policies, then the Notification Policies
page shows them.

3. On the Notification Policies page, click Create.
4. Configure the following:

Create Notification Policy

Policy resme

Policy type

Applies wo
O All printers in this orgonization
Only printers with specific ogs

Motify the fellowing e-mail eddresses when the conditions of this policy are met

Additonal information to nclede in the e-moil notfication (Optional)

Include notification Gota in a csv file o5 on ottachment

o In the Policy name field, type the name of the policy.
The following characters are not allowed in a Policy Name:

>

L] L}
I +—=— * >~ NN H R A

u
- A
~—
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o In the Policy type menu, select either of the following:

» Last data refresh—Send an email notification based on the number of days
since the last update of printer information or counters.

= Set the “Notify when data has not been refreshed after” value to the
number of days that must elapse before an email notification is sent.

Notify when data has not been refreshed aofter

- 3 + |days

il e T

» Last communicated—Send an email notification based on the number of days
since the printer last communicated with Lexmark Cloud Services.

= Set the “Notify when a printer has not communicated for” value to the
number of days that must elapse before an email notification is sent.

Notify when a printer has not communicated for

(¥4}

- 3 + |day

e-malil
o In the Applies To section, select either of the following:

= All printers in this organization—Apply the policy to all printers in the
organization.

Applies to
O All printers in this organization
Only printers with specific tags

= Only printers with specific tags—Apply the policy to specific printers based
upon the tags entered. For more information on tags, see "Creating tags" topic
and "Assigning tags to printers" topic in Lexmark Cloud Services Administrator's

Guide.

Applies to
All printers in this organizotion
O Cnly printers with specific tags

Apply the policy to printers with the following tags

= In the “Apply the policy to printers with the following tags” field, type the
tags, and then click Add.
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Note: You can apply up to 10 tags to a policy.

o In the “Notify the following e-mail addresses when the conditions of this policy are met”
field, type the recipient email addresses, and then click Add.

Motify the following e-moll oddresses when the conditions of this policy are met

Notes
= You can type a maximum of 10 email addresses.
= Make sure that the email address is valid.
= You can type an email address from outside your organization.

o In the “Additional information to include in the e-mail notification (Optional)” field, type
any information that you want to appear in the email body. For example, printer
location or special access instructions.

Additional information to include in the e-mail notificotion (Optional

o Select Include notification data in a .csv file as an attachment to attach a CSV file
of the data associated with the notification.

Fl Include notification data in o .csv file as on attachment,

The following is an example of a notification email for last data refresh:
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[Caret Office Supply] : Data Not Refreshed

Al MotificationDetails_No Printe...
! 1K8

A

B Lexmark

Data Not Refreshed

Lexmark Cloud Sendoes

DALY STATUS REPORT - 2022002720 01:00 UTC

4 prnters have not refreshed their data with Lesomark Cloud Senvices for at

lexst 3 dxys
Organization: Cares Office Suppty
Policy name: bo Prieter Data

Addetional information:

Pricterc Ageet Teg Locabon Com musiepted Lact Dols Refrecn
10184 52,74
I TLA0GOM ::"1".-'". 0 L 08, r

Jic uit

Learnask

X hadhe

T TEL12E.018

w i o 203 O 1808 200200114 0104

R e T s Ut

LEaaTia

MKT X 2adle

10.199.909.185

i 202, 10851 | 2022,00/27 O&S1

Ty 3l TErR0RI N 1 y ute

Lewrnark RXT 10

10.955.1110.73

T4G582 0201 HE G b e e il
UT o

Lesrmark

il dade

The following is an example of a notification email for last communicated:
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[Caret Office Supply] : Printer Not Communicating

MotificationDetails_3-day No... .,
— 1EKB

B Lexmark

Printer Not Communicating

Lexmark Cloud Services

DALY STATUS REPORT - 2023702720 01:00 UTC

3 pewvaers have fot otenivunstated vieh Lesrrark Clood Senaces for 31 laaat 3 dxys

Organization: Caret Ofice Supply
Policy name: 2-gay Mo Commurscations
Additional informaton:

Rrinierg Atcet Tag  Locadion Lact Communicates  Lact Dals Refracn

100184 128113
MELET 1020036

Lewrmank
MxT2lade

10199, 109.186

P45 LT IOE I 2020952 3 0B 20220921 08:5
Lemsraatk BT 10

10.199.111.73

MANB2 2 acdes

The following is an example of the notification data in CSV format:

4 & £ o L ¥ o [ I [ L L
1 [IF_ADDEI%E  ShiaL_WUSER MOOIL SAAET_TAL (DCATION LAST COMMBSUIEATIE LAST_BLFRLSA POTIF SCATHON_ TYPE 1T I REATHON_ THALSrOL] CAGANIZATION  POUCY_RAME
IMIKHETE  TLSMCTOGON Lrwmae (xltiasny HOLIOLIT STOSUTC ST 2205 UTE Lart Date Brfreeh 3 acgt OMice Suppl 4 Printer Data
3} IEHIIRIE  PRAARIIOIONM Lremad MO IIade HALOLLS IS0LVTC RILAL14 0105 YTE Lart Data Rytrpsh § Cargt Dicp Suppd N Printes Oty
A |0 00N TERMTRRMIM] Lesma MOCTLD HTLONIICEITUTC J0TANIN 081 UTE Lt Davia Brtrash 1 Cares 0fion Sumpd e Printer Date
T RERINETE AEINININE Levnen WOCTede HWRLFIL S UTE ZRRINILALE 0 54 UTE Las D Batresh 3 Cones DRtioe Supp! 1o Printes ete

Managing notification policies
Modifying a notification policy

You can modify notification policies at any time.

1. From the Fleet Management web portal, click Notifications > Notification Policies.
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b LE‘K!‘I‘]{]Fk Fleet Maonogement

Printers Agents Configuraticns - s Notifications -
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Motification History

2. Select the Supplies or Printer Information tab.
3. Click the name of the policy that you want to modify.

Notification Policies

Supplies Printer Information

+ Crecte ¥ Policy Type ~

4 ool imems

| Policy Nome Policy Type Tags Motify At E-mail Addrtional
Mong Tast Tordr bevel Mang 95% caratsally@o

All Printers Toner level *oll printers®  30% caretimgout..
Mono - 30 Percent  Toner level Mano 3% canstimBout
Color - 55 Percert  Toner level Color 85% COrsTEmMEouT. .
1 F 4 k
4 wonal mems [ 1]

4. Modify the policy, and then click Save Changes.
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Mono Test

Policy nome

Mono Tes{

Policy type
Toner level -

Motify when toner remaining is ot

=| o5 |+|%

Ronge: O to 100

Applies to
All printers in this organizotion
© Cnly printers with specific tags
Apply the policy to printers with the fallowing tags

Mono x

Motify the following e-moil oddresses when the conditions of this policy are met

caretsally@outlook.com x

= ran oormnsil sddrase
chnter an e-maoll Gaaress

Additicnal information to include in the e-mail notification (Cptional)

[ Include netification dota in @ .json file s an attachment

NOTE: There con be up to o 320 minutes delay before the policy takes effect
Duplicating a notification policy

You can duplicate notification policies to create additional policies.

1. From the Fleet Management web portal, click Notifications > Notification Policies.
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2. Select the Supplies or Printer Information tab.
3. Select an existing policy, and then click Duplicate.

Notification Policies

Supplies Printer Information

+ Create || [ Duplicate | W Delete || W Policy Type =

1of 4 nems seleczed

| Policy Nome  Policy Type Togs Notify At E-mail Addmional Inf.__
B Mono Test Torsr |eved MOnG g5 coretsaiiyEou
Al Pringars Tanes leval *all peinmars® 30% coretim@ouio..
Mong - 30 Pe Tl el o 0% paretimgoutio
Colad = 55 Panc TOre |t ok 5% OOrEaMautio
10f 4 items selected

4. Type a new policy name, and then modify the details as required.

180



Rollout Guide

Select Orgonizotion... * Notification Policies » Create Notification ...

Create Notification Policy

Paolicy name

Policy type
Tonar level -

Motify when toner remaining is at
-] 95 |+ |%

Rerngie: O o 100

Applies to

) All printers in this orgonizetion

© Only printers with specific tags

Apply the policy to printers with the following tags

Mono X

Enter.a tag

Motify the following e-meil oddresses when the conditions of this policy are met

caretsally@outlook.com =

Enter on e-mail oddress

Additional information to inclede in the e-mail notification (Cptional)

Include notification data in a json file as an attachment

NOTE: There con be up to o 30 minutes delay before the policy takes effect

Create Policy

Notes
- When duplicating a policy, the Create Notification Policy page is prefilled with
information from the policy that you are duplicating.
o Make sure that the new policy has a unique name.

5. Click Create Policy.
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Deleting a notification policy

You can delete notification policies that are no longer needed.

1. From the Fleet Management web portal, click Notifications > Notification Policies.

b LEX!’I‘l{le Fleet Manogement

Printers Agents Configuraticns - Notifications -

Salect Organizot Metification Polici,, Notification Policies

Maotification History

2. Select the Supplies or Printer Information tab.
3. Select one or more policies, and then click Delete.

Notification Policies

Supplies Printer Information

+ Crecte | [ Duplicote | W Delete | P Policy Type -

L o e ol
1of 4 nems seleced

Palicy Mame Policy Type Togs Notify At E-mail Addmional Inf._.
B Mono Tes Tair e o 953 corersally@ou

All Pringers Tionse s “Oll prEnters™ 30% Coreim@cutio

Mang - 30 Pe Tl el Moo 30% caretimdoutio

Colar - 55 Perc.,  Tomer leve Colo 55% coretimdpautio
| of 4 iterms selected E}

4. Click Delete Policy.

(i Delete MNotfication Policy

Hf you et o motificoton poficy, you will not be nokifed when this condition saksts
£o1 T BRStd 3. Doty o pobdy & U % 30 e,

g dhoving thet Time i SRl maght gt doplicote d=mails

Do you wont 1o delebe the notdication policy “hiong Tesr™

o iy

Viewing notification history

The Notification History menu option shows the notifications that were generated in the last
30 days.

1. From the Fleet Management web portal, click Notifications > Notification History.
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2. Select the Supplies or Printer Information tab.
You can view the following notifications generated in the last 30 days:

o Supplies notification

Notification History (Last 30 Days)

Supplies Printer Information

¥ Policy Type = | P Model = || ¥ Color = [ Search seral numbe
12 wotod items
Date Policy Ty... Printer 5., Model Asset Tog  Supply 5. E-mall Colbor
2/8/3023, £-33:53PM  Toner level S054F5T..  Lexmaork CASIBOS. cofesally.. Black
/82023, 4:3302PM Toner lewel  A0NMS2072..  Lexmark CAD2ON.. covetsolly_. Biock

2/8 3023, 43238 FPM Toner sl NOKTIFU  Lewmark CANIOOT., coretsally.. Cyon
28/ 2023, 43238 PM. Torer level NOKTIPU  Lexmork CANTMA.. coretsally.. Block
282023, 4-3L38PM  Toner level NOKTZPU  Lexmork CANIOT.. conetsolly... Mogemo
2/8/3023, £:32.38FM  Tonerlevel NOKTZPU  Lexmork CANIOOT.. coretsally_. Yellow
V20 2023, 53327 PAM Toner level  S05QF5T..  Lexmark CAS1E0S corethally.. Block
18/2023, 115214 AM  Tonerlevel NOKT2PU  Lexmork CANIOOT7.. covetsolly.. Cyon
1B 023, ST AM. Toner levs] NOKT2PU  Lexomork Canipna Ccomatsally. . | Block
82023, TH5214 AM  Toner lewel NOKTZPU  Lexmork CAMIOOT.. corecsolly.. Mogemo
V1B 3023 MS214AM  Tonerlevel NOKTZPU  Lexmark CANTOOT.. covetsolly.. Yellow
118/2023, 12502 AN  Toner level 7ON52072 . Leomork CADZON corstsally_.  Biock

12 total items

o Printer Information notification

Supply L.

RO

5%

0%

e
L

Hotify At
#5%

5%

P
5%
25%
-
PE%
b
PE%
PE%

P55
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Select Orgonizotion: Caret Office Supply © Notifcation History
Notification History (Last 30 Days)

Supplies Printer Information
'Tl’oﬁcﬁw-e'.'!mdel': |5@Brch§.enalnunﬂse__x | Q_E
24 rotal items

2IRII00E, 00 P TALIEILOO0IME  Lewmork MBI soretm@oution.. o WEYI0LL B4 WIVI0LL B4

(AR R00D, B.00:12 P TASTATPROSIMT  Lemmexk NUCT IO cortiim@onniog.. 1oyt PIL200, 451, | 2R/2000 45L
21912003, 80012 7244811020038  Lexmork MXF2L. coretim@oution. dors 14/2022 906 1132022 8.04.
| 22023, 80012 PM TEIFOIA0GON  Lewmdrk CN425. corstim@oution.. Joms SL7/I00L 605 &I 2000 §05..
SR003, 20042 P FELRAXMA0CDN  Lexmark CNd25. corstimdoution_. 3 days A0, S05_  &f I I0RY 405
[2/19/2023. 80012 P Ko 7A458250201HB  Lewmark MXB22 cormtjimoution_ doys Y2022 34, 22022 32
(2023, 8002 PV . L TAH3ATHROLIMI | Lexmark MXTI0 corem@oution.. 3oy WAL a5, WII0LL 45
| 22033, 80012 P 0., F464GTI020035 Lexmork MXFIZ.. conegimgpoution... 3 doys W4I20L2 906 3022 804-.
18/2023, BOOOT P  Lent Seonmrefresh 74558250201HE  Lewmork MXBLL. CONLREMBOTI... F BE WRY2022 34, | W2Y2022 34,

(ZNB2023, 80007 PM Lat oona nefreah | RA34TRR0SIMT Lanmdrk MO COMYMBOUTIoD... 3oy R0 51, WA 451
LIB/A023, 80007 MM Lottcommunico..  TSIRBITIA0CON  Lewmork (X415, contimoution.. ooyt GIAT2022 &05.. &//2022 &05.
|2/18/2023, 80007 PM Lot octorefresh  74448TIO20035  Lexmork MOCT22.. COERMPOIR0... 1 0oYs V4/2022 9:06.  113/2022. 8.04-
(LIB/202 80007 PM  Lostdoto refresh  TEZPEITIA0CON  Lewmork CX41E. coretim@oution.. Toms SII7A00L &05. 4272002 05
mﬂ,mm Lot communiio...  TESS8250201HE  Lewmdrk MXE2L. conefim@oution_. I doyt 22022 340, W20 24
2N18/2003, 80007 PM Lostcommunica. TAA2A7PP04IM1  Lawmark MAFIO coretim@oution_. Jdomys FIAN2022, 258 PAYA0EL 250
|2/18/2003, 80007 PM  Last communia.. TE4S8TI000038  Lewmark MCTZ2. comstm@atioo 3oy V{2022 906 V132022 804
{217/2023, BOOGTPM  Lostcommunio. 7S2S82714000N  Lesmork CX425.. cosyimBoution. 1omys SEA00L &05_  $/2002 05
(N0, 80007 PV Lost doto refresh  7A55825020THE  Lexmark MXB22 Caetim@Gouiioo... 3 dors TWR0RL 34, TWRV202E 34
L2023, 60007 PA Lozt donanefrach  Fa4347F0SIMI  Lexmock MXTIO conetim@oution.. | 3 dovs WAL 250, AW 451
|ZNTI2023, 80007 P Lostdoto refresh. 7A548MI020036  Lexmark NXTIL. coretimBouion. . 3 amys WA2022 #0600 804
117/2023, 80007 P Lo Osteretresn  TSIPE2TIA0GON  Léxmark 0825, OGO, TS &27/2002 605 6f /2022 605,
(272023, BO0OT PM Lot communicn...  T445815020THE  Lexmork MXEIZ. coregim@oinion... I dove WEV20ZL 34...  TWZUL0L 3:4...
LNA2023. 80007 PM Lot commonicn..  T44Z47RR0SIMI  Lexmark MXTHO contyim@outios... I days PZ/A022 451, BYI3/2002 451
|2117/2023, BOO07 PM.  Lost communiia.. T464STI020035  Lewmark MOT22.. COTMPOutoo... 30evs 1/4/2022 706 113/2022. 8:04-.
24 tenal tems (1]
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